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CVE CVE-2017-5601
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-27 22:59:00 UTC
Updated 2018-11-30 11:29:00 UTC
Description An error in the Iha_read_file_header_1() function (archive_read_support_format_lha.c) in libarchive 3.2.2 allows remote att:

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Libarchive Libarchive 3.2.2 All All All
Application Libarchive Libarchive 3.2.2 All All All
Reference

libarchive 'lha_read_file_header_1()' Function Memory Corruption Vulnerability

libarchive Out-of-Bounds Memory Read Error in lha_read_file_header_1() Lets Remote Users Cause the Target Service to Crash - SecurityTr:
Computer Security Research - Secunia

Fail with negative lha->compsize in lha_read_file_header_1() - libarchive/libarchive@98dcbbf - GitHub

[SECURITY] [DLA 1600-1] libarchive security update

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

751928 OpenSUSE Security Update for libarchive (openSUSE-SU-2022:0944-1)
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752017 SUSE Enterprise Linux Security Update for libarchive (SUSE-SU-2022:0944-1)
752203 SUSE Enterprise Linux Security Update for libarchive (SUSE-SU-2022:1930-1)

753607 SUSE Enterprise Linux Security Update for libarchive (SUSE-SU-2022:0944-2)
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