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CVE CVE-2017-5611
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-30 04:59:00 UTC
Updated 2021-01-30 02:37:00 UTC
Description SQL injection vulnerability in wp-includes/class-wp-query.php in WP_Query in WordPress before 4.7.2 allows remote attack

/ |
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Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Oracle Data Integrator 11.1.1.9.0 All All All
Application Oracle Data Integrator 12.2.1.3.0 All All All
Application Oracle Data Integrator 12.2.1.4.0 All All All
Application Oracle Data Integrator 11.1.1.9.0 All All All
Application Oracle Data Integrator 12.2.1.3.0 All All All
Application Oracle Data Integrator 12.2.1.4.0 All All All
Application Wordpress Wordpress All All All All
Reference

WordPress 3.5-4.7.1 - WP_Query SQL Injection
WordPress Bugs Let Remote Users Conduct Cross-Site Scripting and SQL Injection Attacks, Obtain Potentially Sensitive Information, and Ga

WordPress 4.7.2 Security Release
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WordPress Prior to 4.7.2 Multiple Security Vulnerabilities

oss-security - Re: CVE Request: Wordpress: 4.7.2 security release: unauthorized bypass, SQL injection, cross-site scripting issues
Query: Ensure that queries work correctly with post type names with s... - WordPress/WordPress@8538429 - GitHub

Debian -- Security Information -- DSA-3779-1 wordpress

Oracle Critical Patch Update Advisory - January 2021

Version 4.7.2 « WordPress Codex

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

154110 WordPress Multiple Vulnerabilities (JAN-2017)
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