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CVE CVE-2017-5617
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-16 15:59:00 UTC
Updated 2023-11-07 02:49:00 UTC
Description The SVG Salamander (aka svgSalamander) library, when used in a web application, allows remote attackers to conduct se

/ |
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Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Kitfox Svg Salamander - All All All
Application Kitfox Svg Salamander - All All All

References
Reference Source Link
[SECURITY] Fedora 30 Update: svgsalamander-1.1.2-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedore
SVG Salamander: Server-Side Request Forgery (GLSA 202003-11) — Gentoo security GENTOO  security.ge
[SECURITY] Fedora 29 Update: svgsalamander-1.1.2-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedore
oss-security - SSRF issue in the svgsalamander library MLIST WWW.open
Debian -- Security Information -- DSA-3781-1 svgsalamander DEBIAN www.debit
[SECURITY] Fedora 29 Update: svgsalamander-1.1.2-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
oss-security - Re: SSRF issue in the svgsalamander library MLIST www.open
SSRF (Server-Side Request Forgery) is possible [CVE-2017-5617] - Issue #11 - blackears/svgSalamander - GitHub CONFIRM  github.con
SVG Salamander CVE-2017-5617 Server Side Request Forgery Security Bypass Vulnerability BID WWW.Secu
[SECURITY] Fedora 30 Update: svgsalamander-1.1.2-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedore
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981072 Java (maven) Security Update for com.kitfox.svg:svg-salamander (GHSA-h3wv-47xm-4mg6)
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