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CVE CVE-2017-5618
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2017-03-20 16:59:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description GNU screen before 4.5.1 allows local users to modify arbitrary files and consequently gain root privileges by leveraging img

1|

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Gnu Screen All

Update

All

Edition Language

All All

References

Reference

Changelog\src - screen.git - screen

GNU Screen - Bugs: bug #50142, CVE-2017-5618 - root exploit 4.5.0 [Savannah]
[screen-devel] [bug #50142] root exploit 4.5.0
git.savannah.gnu.org/cgit/screen.git/patch

oss-security - Re: CVE request: GNU screen escalation

GNU Screen 'screen.c' Local Privilege Escalation Vulnerability

CVE Program record

NVD vulnerability detail
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Source

CONFIRM

CONFIRM

MLIST

CONFIRM

MLIST

BID

CVE.ORG

NVD

Link
git.savannah.gnu.org
savannah.gnu.org
lists.gnu.org
git.savannah.gnu.org
www.openwall.com
www.securityfocus.com
WWW.Cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Tags

Release Notes, Tt
Third Party Advisc
Exploit, Third Part
Patch, Third Party
Exploit, Mailing Lis
Third Party Advisc
canonical
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https://cve.report/
https://cve.report/CVE-2017-5618/mitre
https://cve.report/CVE-2017-5618/nist
https://cve.report/CVE-2017-5618/cve_org
https://cve.report/api/cve/CVE-2017-5618.json
https://cve.report/CVE-2017-5618.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/screen
http://git.savannah.gnu.org/cgit/screen.git/tree/src/ChangeLog?h=v.4.5.1
http://savannah.gnu.org/bugs/?50142
https://lists.gnu.org/archive/html/screen-devel/2017-01/msg00025.html
http://git.savannah.gnu.org/cgit/screen.git/patch/?id=1c6d2817926d30c9a7a97d99af7ac5de4a5845b8
http://www.openwall.com/lists/oss-security/2017/01/29/3
http://www.securityfocus.com/bid/95873
https://www.cve.org/CVERecord?id=CVE-2017-5618
https://nvd.nist.gov/vuln/detail/CVE-2017-5618
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