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Summary

CVE CVE-2017-5627

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-01-30 04:59:00 UTC

Updated 2023-11-07 02:49:00 UTC

Description An issue was discovered in Artifex Software, Inc. MuJS before 4006739a28367c708dea19aeb19b8a1a9326ce08. The jsR_setproperty function in jsrun.c lacks a check for a negative array length. This leads to an integer overflow in the js_pushstring function in jsrun.c when parsing a specially crafted JS file.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Mujs All All All All

Application Artifex Mujs All All All All

References

Reference Source Link Tags

git.ghostscript.com Git - mujs.git/commit git.ghostscript.com

Artifex MuJS 'mujs/jsrun.c' Integer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Bug 697497 – Integer Overflow and crash in 'js_pushstring' function in jsrun.c CONFIRM bugs.ghostscript.com Issue Tracking

git.ghostscript.com Git - mujs.git/commit CONFIRM git.ghostscript.com Issue Tracking, Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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