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Summary

CVE CVE-2017-5657

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-22 18:29:00 UTC

Updated 2023-11-07 02:49:00 UTC

Description Several REST service endpoints of Apache Archiva are not protected against Cross Site Request Forgery (CSRF) attacks. A malicious site opened in the same browser as the archiva site, may send an HTML response that performs arbitrary actions on archiva services, with the same rights as the active archiva session (e.g. administrator rights).

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Archiva All All All All

References

Reference

Pony Mail!

Pony Mail!

Apache Archiva Access Control Flaw at Several REST Endpoints Lets Remote Users Conduct Cross-Site Request Forgery Attacks - SecurityTracker

Archiva – Security Vulnerabilities

Apache Archiva CVE-2017-5657 Multiple Cross-Site Request Forgery Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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