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CVE CVE-2017-5662
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-18 14:59:00 UTC
Updated 2020-10-20 22:15:00 UTC
Description In Apache Batik before 1.9, files lying on the filesystem of the server which uses batik can be revealed to arbitrary users wh
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Batik All All All All
Reference

Red Hat Customer Portal

Apache Batik SVG File XML External Entity Processing Flaw Lets Remote Users Obtain Potentially Sensitive Information - SecurityTracker
Red Hat Customer Portal

CPU July 2018

Oracle Critical Patch Update - April 2018

Oracle Critical Patch Update Advisory - October 2020

The Apache(tm) XML Graphics Project - Community

Apache Batik CVE-2017-5662 XML External Entity Information Disclosure Vulnerability
Red Hat Customer Portal

Oracle Critical Patch Update - October 2017

Debian -- Security Information -- DSA-4215-1 batik

CVE Program record

NVD vulnerability detail



https://cve.report/
https://cve.report/CVE-2017-5662/mitre
https://cve.report/CVE-2017-5662/nist
https://cve.report/CVE-2017-5662/cve_org
https://cve.report/CVE-2017-5662.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/batik
https://access.redhat.com/errata/RHSA-2017:2547
http://www.securitytracker.com/id/1038334
https://access.redhat.com/errata/RHSA-2017:2546
http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
http://www.oracle.com/technetwork/security-advisory/cpuapr2018-3678067.html
https://www.oracle.com/security-alerts/cpuoct2020.html
https://xmlgraphics.apache.org/security.html
http://www.securityfocus.com/bid/97948
https://access.redhat.com/errata/RHSA-2018:0319
http://www.oracle.com/technetwork/security-advisory/cpuoct2017-3236626.html
https://www.debian.org/security/2018/dsa-4215
https://www.cve.org/CVERecord?id=CVE-2017-5662
https://nvd.nist.gov/vuln/detail/CVE-2017-5662
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

755916 SUSE Enterprise Linux Security Update for xmlgraphics-batik (SUSE-SU-2024:0777-1)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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