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CVE CVE-2017-5668
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-03-14 14:59:00 UTC
Updated 2017-03-16 01:59:00 UTC
Description bitlbee-libpurple before 3.5.1 allows remote attackers to cause a denial of service (NULL pointer dereference and crash) an

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bitlbee Bitlbee All All All All
Application Bitlbee Bitlbee-libpurple All All All All

References

Reference Source Link

oss-security - Re: CVE Request - Remote DoS vulnerabilities in BitlBee MLIST www.openwall.com
purple: Fix crash on ft requests from unknown contacts - bitlbee/bitlbee@30d598¢ - GitHub ~ CONFIRM  github.com

BitIBee Incomplete Fix CVE-2017-5668 Denial of Service Vulnerability BID www.securityfocus.
oss-security - CVE Request - Remote DoS vulnerabilities in BitlBee MLIST www.openwall.com
#1282 (Null pointer dereference with file transfer request from unknown contacts) — BitlBee CONFIRM  bugs.bitlbee.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2017-5668/mitre
https://cve.report/CVE-2017-5668/nist
https://cve.report/CVE-2017-5668/cve_org
https://cve.report/api/cve/CVE-2017-5668.json
https://cve.report/CVE-2017-5668.pdf
http://cve.report/vendor/bitlbee
http://cve.report/software/bitlbee/bitlbee
http://cve.report/vendor/bitlbee
http://cve.report/software/bitlbee/bitlbee-libpurple
http://www.openwall.com/lists/oss-security/2017/01/31/11
https://github.com/bitlbee/bitlbee/commit/30d598ce7cd3f136ee9d7097f39fa9818a272441
http://www.securityfocus.com/bid/95932
http://www.openwall.com/lists/oss-security/2017/01/30/4
https://bugs.bitlbee.org/ticket/1282
https://www.cve.org/CVERecord?id=CVE-2017-5668
https://nvd.nist.gov/vuln/detail/CVE-2017-5668
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