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CVE CVE-2017-5677
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-02-06 18:59:00 UTC
Updated 2019-10-03 00:03:00 UTC

Description PEAR HTML_AJAX 0.3.0 through 0.5.7 has a PHP Object Injection Vulnerability in the PHP Serializer. It allows remote cod
i

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Pear Html Ajax 0.3.0 All All All
Application Pear Html Ajax 0.3.1 All All All
Application Pear Html Ajax 0.3.2 All All All
Application Pear Html Ajax 0.3.3 All All All
Application Pear Html Ajax 0.3.4 All All All
Application Pear Html Ajax 0.4.0 All All All
Application Pear Html Ajax 0.4.1 All All All
Application Pear Html Ajax 0.5.0 All All All
Application Pear Html Ajax 0.5.1 All All All
Application Pear Html Ajax 05.2 All All All
Application Pear Html Ajax 0.5.3 All All All
Application Pear Html Ajax 0.5.4 All All All
Application Pear Html Ajax 0.55 All All All
Application Pear Html Ajax 0.5.6 All All All
Application Pear Html Ajax 0.5.7 All All All
Application Pear Html Ajax 0.3.0 All All All
Application Pear Html Ajax 0.3.1 All All All
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Application Pear Html Ajax 0.3.2 All All
Application Pear Html Ajax 0.3.3 All All
Application Pear Html Ajax 0.3.4 All All
Application Pear Html Ajax 0.4.0 All All
Application Pear Html Ajax 0.4.1 All All
Application Pear Html Ajax 0.5.0 All All
Application Pear Html Ajax 0.5.1 All All
Application Pear Html Ajax 0.5.2 All All
Application Pear Html Ajax 0.5.3 All All
Application Pear Html Ajax 0.5.4 All All
Application Pear Html Ajax 0.55 All All
Application Pear Html Ajax 0.5.6 All All
Application Pear Html Ajax 0.5.7 All All
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Full Disclosure: [KIS-2017-01] PEAR HTML_AJAX <= 0.5.7 (PHP Serializer) PHP Object Injection Vulnerability
PEAR HTML_AJAX <= 0.5.7 (PHP Serializer) PHP Object Injection Vulnerability | Karma(In)Security

Security Vulnerability Announcement: HTML_AJAX | PEAR Blog

PEAR HTML_AJAX CVE-2017-5677 PHP Obiject Injection Vulnerability

repo/gentoo.git - Official Gentoo ebuild repository (formerly known as gentoo-x86 in CVS)

Bug #21165 :: PHP Object Injection Vulnerability through PHP Serializer

CVE Program record

NVD vulnerability detail
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Source

MISC

MISC

MISC

BID

MISC

MISC

CVE.ORG

NVD

Link
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karmainsecurity
blog.pear.php.r
www.securityfo
gitweb.gentoo.c
pear.php.net
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nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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