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Summary

CVE CVE-2017-5692

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-01 15:29:00 UTC

Updated 2018-10-11 13:10:00 UTC

Description Out-of-bounds read condition in older versions of some Intel Graphics Driver for Windows code branches allows local users to perform a denial of service attack.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Intel Graphics Driver 15.36.19.4170 All All All

Application Intel Graphics Driver 15.36.19.64.4170 All All All

Application Intel Graphics Driver 15.36.21.4222 All All All

Application Intel Graphics Driver 15.36.21.64.4223 All All All

Application Intel Graphics Driver 15.36.23.4251 All All All

Application Intel Graphics Driver 15.36.23.64.4251 All All All

Application Intel Graphics Driver 15.36.24.4264 All All All

Application Intel Graphics Driver 15.36.24.64.4264 All All All

Application Intel Graphics Driver 15.36.26.4294 All All All

Application Intel Graphics Driver 15.36.28.4332 All All All

Application Intel Graphics Driver 15.36.29.64.4371 All All All

Application Intel Graphics Driver 15.36.31.4414 All All All

Application Intel Graphics Driver 15.36.33.4578 All All All

Application Intel Graphics Driver 15.36.34.4889 All All All

Application Intel Graphics Driver 15.36.35.5057 All All All

Application Intel Graphics Driver 15.40.0.64.4279 All All All

Application Intel Graphics Driver 15.40.10.4300 All All All
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Application Intel Graphics Driver 15.40.10.4300 All All All

Application Intel Graphics Driver 15.40.28.64.4501 All All All

Application Intel Graphics Driver 15.40.34.4624 All All All

Application Intel Graphics Driver 15.45.9.64.4534 All All All

Application Intel Graphics Driver 15.36.19.4170 All All All

Application Intel Graphics Driver 15.36.19.64.4170 All All All

Application Intel Graphics Driver 15.36.21.4222 All All All

Application Intel Graphics Driver 15.36.21.64.4223 All All All

Application Intel Graphics Driver 15.36.23.4251 All All All

Application Intel Graphics Driver 15.36.23.64.4251 All All All

Application Intel Graphics Driver 15.36.24.4264 All All All

Application Intel Graphics Driver 15.36.24.64.4264 All All All

Application Intel Graphics Driver 15.36.26.4294 All All All

Application Intel Graphics Driver 15.36.28.4332 All All All

Application Intel Graphics Driver 15.36.29.64.4371 All All All

Application Intel Graphics Driver 15.36.31.4414 All All All

Application Intel Graphics Driver 15.36.33.4578 All All All

Application Intel Graphics Driver 15.36.34.4889 All All All

Application Intel Graphics Driver 15.36.35.5057 All All All

Application Intel Graphics Driver 15.40.0.64.4279 All All All

Application Intel Graphics Driver 15.40.10.4300 All All All

Application Intel Graphics Driver 15.40.28.64.4501 All All All

Application Intel Graphics Driver 15.40.34.4624 All All All

Application Intel Graphics Driver 15.45.9.64.4534 All All All

References

Reference Source Link Tags

INTEL-SA-00077 CONFIRM www.intel.com Issue Tracking, Vendor Advisory

Intel Graphics Driver CVE-2017-5692 Denial of Service Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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