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Summary

CVE CVE-2017-5711

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-11-21 14:29:00 UTC

Updated 2023-05-22 16:18:00 UTC

Description Multiple buffer overflows in Active Management Technology (AMT) in Intel Manageability Engine Firmware 8.x/9.x/10.x/11.0/11.5/11.6/11.7/11.10/11.20 allow attacker with local access to the system to execute arbitrary code with AMT execution privilege.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Asus B150-a - All All All

Operating System Asus B150-a Firmware - All All All

Hardware Asus B150-plus - All All All

Operating System Asus B150-plus Firmware - All All All

Hardware Asus B150-pro - All All All

Hardware Asus B150-pro D3 - All All All

Operating System Asus B150-pro D3 Firmware - All All All

Operating System Asus B150-pro Firmware - All All All

Hardware Asus B150i Pro Gaming/aura - All All All

Operating System Asus B150i Pro Gaming/aura Firmware - All All All

Hardware Asus B150i Pro Gaming/wifi/aura - All All All

Operating System Asus B150i Pro Gaming/wifi/aura Firmware - All All All

Hardware Asus B150m-a - All All All

Hardware Asus B150m-a/m.2 - All All All

Operating System Asus B150m-a/m.2 Firmware - All All All

Hardware Asus B150m-a D3 - All All All

Operating System Asus B150m-a D3 Firmware - All All All
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Operating System Asus B150m-a D3 Firmware - All All All

Operating System Asus B150m-a Firmware - All All All

Hardware Asus B150m-c - All All All

Hardware Asus B150m-c/br - All All All

Operating System Asus B150m-c/br Firmware - All All All

Hardware Asus B150m-c D3 - All All All

Operating System Asus B150m-c D3 Firmware - All All All

Operating System Asus B150m-c Firmware - All All All

Hardware Asus B150m-d - All All All

Operating System Asus B150m-d Firmware - All All All

Hardware Asus B150m-f Plus - All All All

Operating System Asus B150m-f Plus Firmware - All All All

Hardware Asus B150m-k - All All All

Hardware Asus B150m-k D3 - All All All

Operating System Asus B150m-k D3 Firmware - All All All

Operating System Asus B150m-k Firmware - All All All

Hardware Asus B150m-plus - All All All

Hardware Asus B150m-plus D3 - All All All

Operating System Asus B150m-plus D3 Firmware - All All All

Operating System Asus B150m-plus Firmware - All All All

Hardware Asus B150m-v Plus - All All All

Operating System Asus B150m-v Plus Firmware - All All All

Hardware Asus B150m Pro Gaming - All All All

Operating System Asus B150m Pro Gaming Firmware - All All All

Hardware Asus B150 Pro Gaming - All All All

Hardware Asus B150 Pro Gaming/aura - All All All

Operating System Asus B150 Pro Gaming/aura Firmware - All All All

Hardware Asus B150 Pro Gaming D3 - All All All

Operating System Asus B150 Pro Gaming D3 Firmware - All All All

Operating System Asus B150 Pro Gaming Firmware - All All All

Hardware Asus B250-mr - All All All

Operating System Asus B250-mr Firmware - All All All

Hardware Asus B250-s - All All All

Operating System Asus B250-s Firmware - All All All

Hardware Asus B250m-c Pro - All All All

Operating System Asus B250m-c Pro Firmware - All All All
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Hardware Asus B250m-f Plus - All All All

Operating System Asus B250m-f Plus Firmware - All All All

Hardware Asus B250 Mining Expert - All All All

Operating System Asus B250 Mining Expert Firmware - All All All

Hardware Asus Ex-b150-v7 - All All All

Operating System Asus Ex-b150-v7 Firmware - All All All

Hardware Asus Ex-b150m-v - All All All

Hardware Asus Ex-b150m-v3 - All All All

Operating System Asus Ex-b150m-v3 Firmware - All All All

Hardware Asus Ex-b150m-v5 - All All All

Operating System Asus Ex-b150m-v5 Firmware - All All All

Operating System Asus Ex-b150m-v Firmware - All All All

Hardware Asus Ex-b250-v7 - All All All

Operating System Asus Ex-b250-v7 Firmware - All All All

Hardware Asus Ex-b250m-v - All All All

Hardware Asus Ex-b250m-v3 - All All All

Operating System Asus Ex-b250m-v3 Firmware - All All All

Hardware Asus Ex-b250m-v5 - All All All

Operating System Asus Ex-b250m-v5 Firmware - All All All

Operating System Asus Ex-b250m-v Firmware - All All All

Hardware Asus Ex-h110m-v - All All All

Hardware Asus Ex-h110m-v3 - All All All

Operating System Asus Ex-h110m-v3 Firmware - All All All

Operating System Asus Ex-h110m-v Firmware - All All All

Hardware Asus H110-plus - All All All

Operating System Asus H110-plus Firmware - All All All

Hardware Asus H110i-plus - All All All

Operating System Asus H110i-plus Firmware - All All All

Hardware Asus H110m-a - All All All

Hardware Asus H110m-a/dp - All All All

Operating System Asus H110m-a/dp Firmware - All All All

Hardware Asus H110m-a/m.2 - All All All

Operating System Asus H110m-a/m.2 Firmware - All All All

Hardware Asus H110m-a D3 - All All All

Operating System Asus H110m-a D3 Firmware - All All All

Operating System Asus H110m-a Firmware - All All All
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Operating System Asus H110m-a Firmware - All All All

Hardware Asus H110m-c - All All All

Hardware Asus H110m-c2 - All All All

Hardware Asus H110m-c2/tf - All All All

Operating System Asus H110m-c2/tf Firmware - All All All

Operating System Asus H110m-c2 Firmware - All All All

Hardware Asus H110m-cs - All All All

Hardware Asus H110m-cs/br - All All All

Operating System Asus H110m-cs/br Firmware - All All All

Operating System Asus H110m-cs Firmware - All All All

Hardware Asus H110m-cs X - All All All

Operating System Asus H110m-cs X Firmware - All All All

Hardware Asus H110m-c/br - All All All

Operating System Asus H110m-c/br Firmware - All All All

Hardware Asus H110m-c/hdmi - All All All

Operating System Asus H110m-c/hdmi Firmware - All All All

Hardware Asus H110m-c/ps - All All All

Operating System Asus H110m-c/ps Firmware - All All All

Operating System Asus H110m-c Firmware - All All All

Hardware Asus H110m-d - All All All

Hardware Asus H110m-d/exper/si - All All All

Operating System Asus H110m-d/exper/si Firmware - All All All

Operating System Asus H110m-d Firmware - All All All

Hardware Asus H110m-e - All All All

Hardware Asus H110m-e/m.2 - All All All

Operating System Asus H110m-e/m.2 Firmware - All All All

Operating System Asus H110m-e Firmware - All All All

Hardware Asus H110m-f - All All All

Operating System Asus H110m-f Firmware - All All All

Hardware Asus H110m-k - All All All

Hardware Asus H110m-ks - All All All

Operating System Asus H110m-ks Firmware - All All All

Hardware Asus H110m-ks R1 - All All All

Operating System Asus H110m-ks R1 Firmware - All All All

Hardware Asus H110m-k D3 - All All All

Operating System Asus H110m-k D3 Firmware - All All All
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Operating System Asus H110m-k Firmware - All All All

Hardware Asus H110m-k X - All All All

Operating System Asus H110m-k X Firmware - All All All

Hardware Asus H110m-plus - All All All

Operating System Asus H110m-plus Firmware - All All All

Hardware Asus H110m-p/dvi - All All All

Operating System Asus H110m-p/dvi Firmware - All All All

Hardware Asus H110m-r - All All All

Operating System Asus H110m-r Firmware - All All All

Hardware Asus H110m-ts - All All All

Operating System Asus H110m-ts Firmware - All All All

Hardware Asus H110s1 - All All All

Operating System Asus H110s1 Firmware - All All All

Hardware Asus H110s2 - All All All

Operating System Asus H110s2 Firmware - All All All

Hardware Asus H110t - All All All

Hardware Asus H110t-a - All All All

Operating System Asus H110t-a Firmware - All All All

Operating System Asus H110t Firmware - All All All

Hardware Asus H170-plus D3 - All All All

Operating System Asus H170-plus D3 Firmware - All All All

Hardware Asus H170-pro - All All All

Hardware Asus H170-pro/usb 3.1 - All All All

Operating System Asus H170-pro/usb 3.1 Firmware - All All All

Operating System Asus H170-pro Firmware - All All All

Hardware Asus H170i-pro - All All All

Operating System Asus H170i-pro Firmware - All All All

Hardware Asus H170m-e D3 - All All All

Operating System Asus H170m-e D3 Firmware - All All All

Hardware Asus H170m-plus - All All All

Hardware Asus H170m-plus/br - All All All

Operating System Asus H170m-plus/br Firmware - All All All

Operating System Asus H170m-plus Firmware - All All All

Hardware Asus H170 Pro Gaming - All All All

Operating System Asus H170 Pro Gaming Firmware - All All All
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Hardware Asus Pio-b150m - All All All
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