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CVE-201/-5754

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2017-5754

PUBLIC

secure@intel.com

CVE Program / NVD first with legacy fallback
2018-01-04 13:29:00 UTC

2021-11-19 18:15:00 UTC

Systems with microprocessors utilizing speculative execution and indirect branch prediction may allow unauthorized disclos
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Arm Cortex-a 75 All All All
Arm Cortex-a 75 All All All
Intel Atom C c2308 All All All
Intel Atom C c2316 All All All
Intel Atom C c2338 All All All
Intel Atom C c2350 All All All
Intel Atom C c2358 All All All
Intel Atom C c2508 All All All
Intel Atom C c2516 All All All
Intel Atom C c2518 All All All
Intel Atom C c2530 All All All
Intel Atom C c2538 All All All
Intel Atom C c2550 All All All
Intel Atom C c2558 All All All
Intel Atom C c2718 All All All
Intel Atom C c2730 All All All
Intel Atom C c2738 All All All
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Reference

Meltdown and Spectre

XSA-254 - Xen Security Advisories

USN-3597-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

SUSE Addresses Meltdown and Spectre Vulnerabilities - SUSE Communities
USN-3597-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices | Ubuntu
Security Notice: Speculative Side Channels | NVIDIA

Citrix Security Updates for CVE-2017-5715, CVE-2017-5753, CVE-2017-5754
Vulnerability Note VU#584653 - CPU hardware vulnerable to side-channel attacks
Security Bulletin: NVIDIA Shield TV Security Updates for Speculative Side Channels | NVIDIA
USN-3522-4: Linux kernel (Xenial HWE) regression | Ubuntu security notices
[security-announce] SUSE-SU-2018:0012-1: important: Security update for

Debian -- Security Information -- DSA-4082-1 linux

PHOENIX CONTACT addressing Meltdown and Spectre vulnerabilities — English (USA)
portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002

USN-3541-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices | Ubuntu
USN-3525-1: Linux kernel vulnerability | Ubuntu

www.arubanetworks.com/assets/alert/ ARUBA-PSA-2019-003.txt
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https://www.suse.com/c/suse-addresses-meltdown-spectre-vulnerabilities/
https://usn.ubuntu.com/3597-2/
http://nvidia.custhelp.com/app/answers/detail/a_id/4609
https://support.citrix.com/article/CTX231399
http://www.kb.cert.org/vuls/id/584653
http://nvidia.custhelp.com/app/answers/detail/a_id/4613
https://usn.ubuntu.com/3522-4/
http://lists.opensuse.org/opensuse-security-announce/2018-01/msg00008.html
https://www.debian.org/security/2018/dsa-4082
https://cert.vde.com/en-us/advisories/vde-2018-003
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV180002
https://usn.ubuntu.com/3541-2/
https://usn.ubuntu.com/usn/usn-3525-1/
http://www.arubanetworks.com/assets/alert/ARUBA-PSA-2019-003.txt

support.f5.com/csp/article/K91229003

Reading Privileged Memory with a Side Channel

Red Hat Customer Portal

[SECURITY] [DLA 1232-1] linux security update

Xen: Multiple vulnerabilities (GLSA 201810-06) — Gentoo security

[security-announce] SUSE-SU-2018:0010-1: important: Security update for

USN-3516-1: Firefox vulnerabilities | Ubuntu

Document Display | HPE Support Center

Citrix XenServer Multiple Security Updates

Android Security Bulletin—April 2018 | Android Open Source Project

USN-3522-2: Linux (Xenial HWE) vulnerability | Ubuntu

Security Bulletin: NVIDIA GPU Display Driver Security Updates for Speculative Side Channels | NVIDIA
July 2018 Code Aurora Security Bulletin - Code Aurora

DCIM Support

CPU Side-Channel Information Disclosure Vulnerabilities
cert-portal.siemens.com/productcert/pdf/ssa-608355.pdf

Processor Speculated Execution Vulnerabilities in NetApp Products | NetApp Product Security

Multiple CPU Hardware CVE-2017-5754 Information Disclosure Vulnerability
www.arubanetworks.com/assets/aler/ ARUBA-PSA-2018-001..txt

Intel/ AMD/ARM CPU Data Cache Race Conditions Let Local Users Read Arbitrary Virtual CPU Memory - Security Tracker
FreeBSD-SA-18:03

Pepperl+Fuchs HMI devices vulnerable to Meltdown and Spectre Attacks — English (USA)

Synology Inc.

StruxureWare Data Center Operation Software Vulnerability Fixes - User Assistance for StruxureWare Data Center Operation 8 - Help Center
Debian -- Security Information -- DSA-4078-1 linux

Vulnerability Note VU#180049 - CPU hardware utilizing speculative execution may be vulnerable to cache side-channel attacks
USN-3522-3: Linux kernel regression | Ubuntu security notices

Mitel Product Security Advisory 18-0001

Mitigations landing for new class of timing attack - Mozilla Security Blog

USN-3523-2: Linux kernel (HWE) vulnerabilities | Ubuntu

USN-3583-1: Linux kernel vulnerabilities | Ubuntu security notices

Project Zero: Reading privileged memory with a side-channel

Processor Speculative Execution Research Disclosure

USN-3523-1: Linux kernel vulnerabilities | Ubuntu security notices

[security-announce] SUSE-SU-2018:0011-1: important: Security update for
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https://support.citrix.com/article/CTX234679
https://source.android.com/security/bulletin/2018-04-01
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http://nvidia.custhelp.com/app/answers/detail/a_id/4611
https://www.codeaurora.org/security-bulletin/2018/07/02/july-2018-code-aurora-security-bulletin
https://help.ecostruxureit.com/display/public/UADCE725/Security+fixes+in+StruxureWare+Data+Center+Expert+v7.6.0
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180104-cpusidechannel
https://cert-portal.siemens.com/productcert/pdf/ssa-608355.pdf
https://security.netapp.com/advisory/ntap-20180104-0001/
http://www.securityfocus.com/bid/102378
http://www.arubanetworks.com/assets/alert/ARUBA-PSA-2018-001.txt
http://www.securitytracker.com/id/1040071
https://security.freebsd.org/advisories/FreeBSD-SA-18:03.speculative_execution.asc
https://cert.vde.com/en-us/advisories/vde-2018-002
https://www.synology.com/support/security/Synology_SA_18_01
https://help.ecostruxureit.com/display/public/UADCO8x/StruxureWare+Data+Center+Operation+Software+Vulnerability+Fixes
https://www.debian.org/security/2018/dsa-4078
https://www.kb.cert.org/vuls/id/180049
https://usn.ubuntu.com/3522-3/
https://www.mitel.com/en-ca/support/security-advisories/mitel-product-security-advisory-18-0001
https://blog.mozilla.org/security/2018/01/03/mitigations-landing-new-class-timing-attack/
https://usn.ubuntu.com/usn/usn-3523-2/
https://usn.ubuntu.com/3583-1/
https://googleprojectzero.blogspot.com/2018/01/reading-privileged-memory-with-side.html
https://aws.amazon.com/de/security/security-bulletins/AWS-2018-013/
https://usn.ubuntu.com/3523-1/
http://lists.opensuse.org/opensuse-security-announce/2018-01/msg00007.html
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USN-3524-2: Linux kernel (Trusty HWE) vulnerability | Ubuntu

Speculative Processor Vulnerability — Arm Developer

[security-announce] openSUSE-SU-2018:0022-1: important: Security update

Debian -- Security Information -- DSA-4120-1 linux

HPE Support document - HPE Support Center

Speculative Execution Data Cache and Indirect Branch Prediction Method Side Channel Analysis | 01.org
[security-announce] openSUSE-SU-2018:0023-1: important: Security update

Oracle Critical Patch Update Advisory - April 2020

Qualcomm Closed-Source Components Multiple Unspecified Vulnerabilities

USN-3540-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices | Ubuntu

Security Bulletin: NVIDIA Shield Tablet Security Updates for Speculative Side Channels | NVIDIA
cdrdv2.intel.com/v1/dl/getContent/685358

Google Online Security Blog: Today's CPU vulnerability: what you need to know

Oracle Critical Patch Update Advisory - April 2019

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

43845 Huawei Router CPU Vulnerabilities 'Meltdown' and 'Spectre' Vulnerability (HUAWEI-SA-20180106-01-CPU-EN)
501186 Alpine Linux Security Update for intel-ucode

504010 Alpine Linux Security Update for intel-ucode

590937 Siemens SIMATIC WinAC RTX (F) 2010 Multiple Vulnerabilities (ssa-608355)

710221 Gentoo Linux Xen Multiple Vulnerabilities (GLSA 201810-06)

753745 SUSE Enterprise Linux Security Update for the Linux Kernel (SUSE-SU-2023:0634-1)
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