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Summary

CVE CVE-2017-5811

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-15 22:29:00 UTC

Updated 2018-03-07 17:49:00 UTC

Description A remote code execution vulnerability in HPE Network Automation version 9.1x, 9.2x, 10.0x, 10.1x and 10.2x were found.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hp Network Automation 10.00 All All All

Application Hp Network Automation 10.00.01 All All All

Application Hp Network Automation 10.00.02 All All All

Application Hp Network Automation 10.10 All All All

Application Hp Network Automation 10.11 All All All

Application Hp Network Automation 10.21 All All All

Application Hp Network Automation 9.10 All All All

Application Hp Network Automation 9.20 All All All

Application Hp Network Automation 9.22 All All All

Application Hp Network Automation 9.22.01 All All All

Application Hp Network Automation 9.22.02 All All All

Application Hp Network Automation 10.00 All All All

Application Hp Network Automation 10.00.01 All All All

Application Hp Network Automation 10.00.02 All All All

Application Hp Network Automation 10.10 All All All

Application Hp Network Automation 10.11 All All All

Application Hp Network Automation 10.21 All All All
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Application Hp Network Automation 9.10 All All All

Application Hp Network Automation 9.20 All All All

Application Hp Network Automation 9.22 All All All

Application Hp Network Automation 9.22.01 All All All

Application Hp Network Automation 9.22.02 All All All
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HPE Network Automation Multiple Bugs Let Remote Users Obtain Potentially Sensitive Information, Inject SQL Commands, Execute Arbitrary Code, Access the System, and Gain Elevated Privileges - SecurityTracker

HP Network Automation Multiple Unspecified Security Vulnerabilities

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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