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Summary

CVE CVE-2017-5850

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-27 15:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description httpd in OpenBSD allows remote attackers to cause a denial of service (memory consumption) via a series of requests for a large file using an HTTP Range header.

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Openbsd Openbsd 6.0 All All All

Operating System Openbsd Openbsd 6.0 All All All

References

Reference Source Link

ftp.openbsd.org/pub/OpenBSD/patches/5.9/common/034_httpd.patch.sig CONFIRM ftp.openbsd.org

oss-security - Re: CVE requests: OpenBSD httpd - 2 DoS MLIST www.openwall.com

OpenBSD HTTPd < 6.0 - Memory Exhaustion Denial of Service - OpenBSD dos Exploit EXPLOIT-DB www.exploit-db.com

Reimplement httpd's support for byte ranges. · openbsd/src@142cfc8 · GitHub CONFIRM github.com

OpenBSD HTTP Server 6.0 Denial Of Service ≈ Packet Storm MISC packetstormsecurity.com

ftp.openbsd.org/pub/OpenBSD/patches/6.0/common/017_httpd.patch.sig CONFIRM ftp.openbsd.org

Full Disclosure: Remote DoS against OpenBSD http server (up to 6.0) FULLDISC seclists.org

CVE-2017-5850 - Remote DoS against OpenBSD http server (up to 6.0) - IT Security Research by Pierre MISC pierrekim.github.io

OpenBSD httpd Bugs Let Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

OpenBSD httpd CVE-2017-5850 Denial of Service Vulnerability BID www.securityfocus.com

'CVS: cvs.openbsd.org: src' - MARC MLIST marc.info

CVE Program record CVE.ORG www.cve.org
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http://packetstormsecurity.com/files/140944/OpenBSD-HTTP-Server-6.0-Denial-Of-Service.html
https://ftp.openbsd.org/pub/OpenBSD/patches/6.0/common/017_httpd.patch.sig
http://seclists.org/fulldisclosure/2017/Feb/15
https://pierrekim.github.io/blog/2017-02-07-openbsd-httpd-CVE-2017-5850.html
http://www.securitytracker.com/id/1037758
http://www.securityfocus.com/bid/95997
http://marc.info/?l=openbsd-cvs&m=148587359420912&w=2
https://www.cve.org/CVERecord?id=CVE-2017-5850
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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