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Summary

CVE CVE-2017-5898

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 19:59:00 UTC

Updated 2023-11-07 02:49:00 UTC

Description Integer overflow in the emulated_apdu_from_guest function in usb/dev-smartcard-reader.c in Quick Emulator (Qemu), when built with the CCID Card device emulator support, allows local users to cause a denial of service (application crash) via a large Application Protocol Data Units (APDU) unit.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu All All All All

Operating System Suse Linux Enterprise Desktop 12 sp1 All All

Operating System Suse Linux Enterprise Desktop 12 sp1 All All

Operating System Suse Linux Enterprise Server 12 ltss All All

Operating System Suse Linux Enterprise Server 12 sp1 All All

Operating System Suse Linux Enterprise Server 12 ltss All All

Operating System Suse Linux Enterprise Server 12 sp1 All All

Operating System Suse Linux Enterprise Server For Sap 12 All All All

Operating System Suse Linux Enterprise Server For Sap 12 All All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp1 All All

Operating System Suse Linux Enterprise Software Development Kit 12 sp1 All All

References

Reference Source Link Tags

git.qemu.org Git - qemu.git/commit git.qemu-project.org

QEMU: Multiple vulnerabilities (GLSA 201702-28) — Gentoo Security GENTOO security.gentoo.org Patch, Third Party Advisory, VDB Entry

[security-announce] SUSE-SU-2017:0582-1: important: Security update for SUSE lists.opensuse.org Third Party Advisory
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oss-security - Re: CVE request Qemu: usb: integer overflow in emulated_apdu_from_guest MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

git.qemu.org Git - qemu.git/commit CONFIRM git.qemu-project.org Issue Tracking, Patch, Third Party Advisory

Bug 1419699 – CVE-2017-5898 Qemu: usb: integer overflow in emulated_apdu_from_guest CONFIRM bugzilla.redhat.com Issue Tracking, Patch

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

QEMU 'hw/usb/dev-smartcard-reader.c' Integer Overflow Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

[security-announce] SUSE-SU-2017:0570-1: important: Security update for SUSE lists.opensuse.org Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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501229 Alpine Linux Security Update for qemu

505339 Alpine Linux Security Update for qemu

710393 Gentoo Linux QEMU Multiple Vulnerabilities (GLSA 201702-28)
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