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Summary

CVE CVE-2017-5936

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-12 22:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description OpenStack Nova-LXD before 13.1.1 uses the wrong name for the veth pairs when applying Neutron security group rules for instances, which allows remote attackers to bypass intended security restrictions.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Application Openstack Nova-lxd All All All All

References

Reference Source Link Tags

oss-security - Re: CVE Request: Nova-LXD incorrectly applied Neutron security group rules MLIST www.openwall.com Mailing List, Patch, Third Party Advisory

USN-3195-1: Nova-LXD vulnerability | Ubuntu UBUNTU www.ubuntu.com Third Party Advisory

Bug #1656847 “neutron security group rules not applied to nova-l...” : Bugs : nova-lxd CONFIRM bugs.launchpad.net Issue Tracking, Patch, Third Party Advisory

Ensure LXD veth host device is named correctly · openstack/nova-lxd@1b76cef · GitHub CONFIRM github.com Issue Tracking, Patch, Third Party Advisory

OpenStack Nova-LXD CVE-2017-5936 Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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