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CVE-2017-5938

PUBLIC
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CVE Program / NVD first with legacy fallback
2017-03-15 14:59:00 UTC

2018-10-30 16:27:00 UTC

Cross-site scripting (XSS) vulnerability in the nav_path function in lib/viewvc.py in ViewVC before 1.0.14 and 1.1.x before 1

| 1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 8.0 All All All
Debian Debian Linux 8.0 All All All
Opensuse Leap 42.2 All All All
Opensuse Leap 42.2 All All All
Opensuse Project Leap 421 All All All
Opensuse Project Leap 421 All All All
Viewvc Viewvc All All All All
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XSS vulnerability in nav_path template data - Issue #137 - viewvc/viewvc - GitHub CONFIRM  github.com
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https://cve.report/
https://cve.report/CVE-2017-5938/mitre
https://cve.report/CVE-2017-5938/nist
https://cve.report/CVE-2017-5938/cve_org
https://cve.report/CVE-2017-5938.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse_project
http://cve.report/software/opensuse_project/leap
http://cve.report/vendor/opensuse_project
http://cve.report/software/opensuse_project/leap
http://cve.report/vendor/viewvc
http://cve.report/software/viewvc/viewvc
http://www.securityfocus.com/bid/96185
https://github.com/viewvc/viewvc/releases/tag/1.1.26
https://github.com/viewvc/viewvc/releases/tag/1.0.14
http://www.openwall.com/lists/oss-security/2017/02/09/6
http://www.debian.org/security/2017/dsa-3784
https://github.com/viewvc/viewvc/issues/137
https://github.com/viewvc/viewvc/commit/9dcfc7daa4c940992920d3b2fbd317da20e44aad

openSUSE-SU-2017:0501-1: moderate: Security update for viewvc SUSE lists.opensuse.org Thir

CVE Program record CVE.ORG www.cve.org cant

NVD vulnerability detail NVD nvd.nist.gov

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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