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CVE CVE-2017-5940
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2017-02-09 18:59:00 UTC
Updated 2019-10-03 00:03:00 UTC

Description Firejail before 0.9.44.6 and 0.9.38.x LTS before 0.9.38.10 LTS does not comprehensively address dotfile cases during its a

] 1|

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Firejail Project Firejail All All All All
Application Firejail Project Firejail All All All All

References

Reference Source Link Tags

oss-security - Re: Re: Firejail local root exploit MISC www.openwall.com Mailing List, Patch, Tt
Release Notes | Firejail MISC firejail.wordpress.com Release Notes, Vend
security fix - netblue30/firejail@903fd8a - GitHub MISC github.com Issue Tracking, Patch
Firejail: Privilege escalation (GLSA 201702-03) — Gentoo security GENTOO  security.gentoo.org Third Party Advisory

security fix - netblue30/firejail@38d4185 - GitHub MISC github.com Issue Tracking, Patch
Firejail Incomplete Fix CVE-2017-5940 Local Privilege Escalation Vulnerability ~BID www.securityfocus.com  Third Party Advisory,
replace copy_file with copy_file_as_user - netblue30/firejail@b8a4ff9 - GitHub  MISC github.com Issue Tracking, Patch
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

710551 Gentoo Linux Firejail Privilege escalation Vulnerability (GLSA 201702-03)
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