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CVE CVE-2017-5941
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-09 19:59:00 UTC
Updated 2021-06-22 21:15:00 UTC
Description An issue was discovered in the node-serialize package 0.0.4 for Node.js. Untrusted data passed into the unserialize() funct

/ |

1|

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Node-serialize Project Node-serialize All All All All

References

Reference Source Link T
Node.JS Remote Code Execution ~ Packet Storm MISC packetstormsecurity.com E
Exploiting Node.js deserialization bug for Remote Code Execution | OpSecX MISC opsecx.com E
Node Security Platform | Advisory MISC nodesecurity.io T
Node-serialize Package For Node.js 'unserialize()' Function Remote Code Execution Vulnerability BID www.securityfocus.com T
Node.JS Remote Code Execution ~ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org c
NVD vulnerability detail NVD nvd.nist.gov c

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982078 Nodejs (npm) Security Update for node-serialize (GHSA-q4v7-4rhw-9hgm)
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