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CVE CVE-2017-5972
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Risk And Classification

Problem Types: CWE-400

Type Vendor Product Version Update Edition Language

NVD Known Affected Configurations (CPE 2.3)

Operating System Linux Linux Kernel All All All All

References

1

/

Reference Source

SYN Flood Mitigation with synsanity | GitHub Engineering MISC

Linux Kernel 3.10.0 (CentOS7) - Denial of Service EXPLOIT-DB
CVE-2017-5972 MISC
CentOS7 Kernel Denial Of Service ~ Packet Storm MISC
CentOS7 kernel crashing by rsyslog daemon vulnerability DoS - CXSecurity.com MISC

422081 — (CVE-2017-5972) CVE-2017-5972 kernel: SYN cookie protection mechanism not properly implemented MISC

oss-sec: Concerns about CVE-2017-5972 MISC
CVE-2017-5972 - Red Hat Customer Portal MISC
Linux Kernel CVE-2017-5972 Denial of Service Vulnerability BID

CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Published 2017-02-14 06:59:00 UTC
Updated 2020-07-31 20:35:00 UTC
Description The TCP stack in the Linux kernel 3.x does not properly implement a SYN cookie protection mechanism for the case of a fe

1|

Link
githuber
WWW.eX|
security
packetst
CXSecuri
bugzilla.
seclists.i
access.r
WWW.SE
WWW.CVE

nvd.nist.
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https://cve.report/
https://cve.report/CVE-2017-5972/mitre
https://cve.report/CVE-2017-5972/nist
https://cve.report/CVE-2017-5972/cve_org
https://cve.report/api/cve/CVE-2017-5972.json
https://cve.report/CVE-2017-5972.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://githubengineering.com/syn-flood-mitigation-with-synsanity/
https://www.exploit-db.com/exploits/41350/
https://security-tracker.debian.org/tracker/CVE-2017-5972
https://packetstormsecurity.com/files/141083/CentOS7-Kernel-Denial-Of-Service.html
https://cxsecurity.com/issue/WLB-2017020112
https://bugzilla.redhat.com/show_bug.cgi?id=1422081
http://seclists.org/oss-sec/2017/q1/573
https://access.redhat.com/security/cve/cve-2017-5972
http://www.securityfocus.com/bid/96231
https://www.cve.org/CVERecord?id=CVE-2017-5972
https://nvd.nist.gov/vuln/detail/CVE-2017-5972

There are currently no legacy QID mappings associated with this CVE.
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