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Summary

CVE CVE-2017-5999

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-06 06:59:00 UTC

Updated 2017-03-15 18:42:00 UTC

Description An issue was discovered in sysPass 2.x before 2.1, in which an algorithm was never sufficiently reviewed by cryptographers. The fact that inc/SP/Core/Crypt.class is using the MCRYPT_RIJNDAEL_256() function (the 256-bit block version of Rijndael, not AES) instead of MCRYPT_RIJNDAEL_128 (real AES) could help an attacker to create unknown havoc in the remote system.

Risk And Classification

Problem Types: CWE-326

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Syspass Syspass 2.0 All All All

Application Syspass Syspass 2.0 All All All

References

Reference Source Link Tags

sysPass 2.0 risky cryptographic algorithm usage - CXSecurity.com MISC cxsecurity.com Third Party Advisory

sysPass CVE-2017-5999 Cryptographic Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Release sysPass 2.1 · nuxsmin/sysPass · GitHub CONFIRM github.com Patch, Release Notes

Merge branch 'crypt' · nuxsmin/sysPass@a0e2c48 · GitHub CONFIRM github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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