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A hard-coded password issue was discovered in Becton, Dickinson and Company (BD) PerformA, Version 2.0.14.0 and prit

Risk And Classification

Primary CVSS: v3.0 9.8 CRITICAL from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-259 | CWE-798 | CWE-259 CWE-259

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

)
=
=

eges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability


https://cve.report/
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https://cve.report/CVE-2017-6022.pdf
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CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Bd Kla Journal Service All All All All
Application Bd Performa All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na BD Kiestra PerformA And KLA Journal Service affected BD Kiestra PerformA and KLA Journal Service  Not specified
4] Jiel

Reference Source

Multiple BD Products CVE-2017-6022 Hardcoded Credentials Information Disclosure Vulnerability af854a3a-2127-422b-91ae-3¢

BD Kiestra PerformA and KLA Journal Service Applications Hard-Coded Passwords Vulnerability | ICS-CERT  af854a3a-2127-422b-91ae-3¢
CVE Program record CVE.ORG

NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/bd
http://cve.report/software/bd/kla_journal_service
http://cve.report/vendor/bd
http://cve.report/software/bd/performa
http://cve.report/vendor/na
http://cve.report/software/na/BD_Kiestra_PerformA_and_KLA_Journal_Service
http://www.securityfocus.com/bid/97057
https://ics-cert.us-cert.gov/advisories/ICSMA-17-082-01
https://www.cve.org/CVERecord?id=CVE-2017-6022
https://nvd.nist.gov/vuln/detail/CVE-2017-6022
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