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Summary

CVE CVE-2017-6023

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-16 04:59:00 UTC

Updated 2021-10-28 11:54:00 UTC

Description An issue was discovered in Fatek Automation PLC Ethernet Module. The affected Ether_cfg software configuration tool runs on the following Fatek PLCs: CBEH versions prior to V3.6 Build 170215, CBE versions prior to V3.6 Build 170215, CM55E versions prior to V3.6 Build 170215, and CM25E versions prior to V3.6 Build 170215. A stack-based buffer overflow vulnerability has been identified, which may allow remote code execution or crash the affected device.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fatek Ethernet Module Configuration Tool Cbeh Firmware All All All All

Operating System Fatek Ethernet Module Configuration Tool Cbe Firmware All All All All

Operating System Fatek Ethernet Module Configuration Tool Cm25e Firmware All All All All

Operating System Fatek Ethernet Module Configuration Tool Cm55e Firmware All All All All

Hardware Fatek Plc Ethernet Module - All All All

Hardware Fatek Automation Plc Ethernet Module - All All All

Hardware Fatek Automation Plc Ethernet Module - All All All

Operating System Fatek Automation Ethernet Module Configuration Tool Cbeh Firmware All build_170215 All All

Operating System Fatek Automation Ethernet Module Configuration Tool Cbe Firmware All build_170215 All All

Operating System Fatek Automation Ethernet Module Configuration Tool Cm25e Firmware All build_170215 All All

Operating System Fatek Automation Ethernet Module Configuration Tool Cm55e Firmware All build_170215 All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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