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CVE CVE-2017-6035
State PUBLISHED
Assigner icscert

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-27 00:59:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description A Stack-Based Buffer Overflow issue was discovered in Wecon Technologies LEVI Studio HMI Editor before 1.8.1. This vul
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Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Primary CVSS: v3.0 8.8 HIGH from nvd@nist.gov
CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-121 | CWE-119 | CWE-121 CWE-121

Score Severity Vector
8.8 HIGH CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
9.3 AV:N/AC:M/Au:N/C:C/I:.C/A:C

CVSS v3.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2017-6035/mitre
https://cve.report/CVE-2017-6035/nist
https://cve.report/CVE-2017-6035/cve_org
https://cve.report/api/cve/CVE-2017-6035.json
https://cve.report/CVE-2017-6035.pdf

CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
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Complete

ntegrity

Complete

\vailability

Complete

AV:N/AC:M/Au:N/C:C/1:C/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application We-con Levi Studio Hmi Editor All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na Wecon Technologies LEVI Studio HMI Editor  affected Wecon Technologies LEVI Studio HMI Editor ~ Not specified
Reference Source Link

Wecon Technologies LEVI Studio HMI Editor | ICS-CERT af854a3a-2127-422b-91ae-364da2661108 ics-cert.us-cert.g

Wecon Technologies LEVI Studio HMI Editor Multiple Security Vulnerabilities —af854a3a-2127-422b-91ae-364da2661108 www.securityfoc
CVE Program record CVE.ORG WWWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/we-con
http://cve.report/software/we-con/levi_studio_hmi_editor
http://cve.report/vendor/na
http://cve.report/software/na/Wecon_Technologies_LEVI_Studio_HMI_Editor
https://ics-cert.us-cert.gov/advisories/ICSA-17-103-01
http://www.securityfocus.com/bid/97639
https://www.cve.org/CVERecord?id=CVE-2017-6035
https://nvd.nist.gov/vuln/detail/CVE-2017-6035
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