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CVE CVE-2017-6059
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-04-12 20:59:00 UTC
Updated 2023-11-07 02:49:00 UTC
Description Mod_auth_openidc.c in the Ping Identity OpenlD Connect authentication module for Apache (aka mod_auth_openidc) befo

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openidc Mod Auth Openidc All All All All
Application Zmartzone Mod Auth Openidc All All All All
Application Zmartzone Mod Auth Openidc All All All All

References |
Reference Source
Don't show user-supplied content in error pages - Issue #212 - pingidentity/mod_auth_openidc - GitHub MISC
oss-security - OpenlD Connect authentication module for Apache: CVE-2017-6059 CVE-2017-6062 MLIST
[SECURITY] Fedora 29 Update: mod_auth_openidc-2.4.0.3-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA
Release release 2.1.4 - pingidentity/mod_auth_openidc - GitHub CONFIRM
[SECURITY] Fedora 30 Update: mod_auth_openidc-2.4.0.3-1.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: mod_auth_openidc-2.4.0.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA
[SECURITY] Fedora 31 Update: mod_auth_openidc-2.4.0.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA
Red Hat Customer Portal REDHAT
[SECURITY] Fedora 31 Update: mod_auth_openidc-2.4.0.3-1.fc31 - package-announce - Fedora Mailing-Lists
Ping Identity 'mod_auth_openidc' Module CVE-2017-6059 Content Spoofing Vulnerability BID

[SECURITY] Fedora 29 Update: mod_auth_openidc-2.4.0.3-1.fc29 - package-announce - Fedora Mailing-Lists
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https://cve.report/CVE-2017-6059/mitre
https://cve.report/CVE-2017-6059/nist
https://cve.report/CVE-2017-6059/cve_org
https://cve.report/CVE-2017-6059.pdf
http://cve.report/vendor/openidc
http://cve.report/software/openidc/mod_auth_openidc
http://cve.report/vendor/zmartzone
http://cve.report/software/zmartzone/mod_auth_openidc
http://cve.report/vendor/zmartzone
http://cve.report/software/zmartzone/mod_auth_openidc
https://github.com/pingidentity/mod_auth_openidc/issues/212
http://www.openwall.com/lists/oss-security/2017/02/17/6
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/2V3HIGXMUKJGOBMAQAQPGC7G5YYWSUVA/
https://github.com/pingidentity/mod_auth_openidc/releases/tag/v2.1.4
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/EJXBG3DG2FUYFGTUTSJFMPIINVFKKB4Z/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/EJXBG3DG2FUYFGTUTSJFMPIINVFKKB4Z/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WTWUMQ46GZY3O4WU4JCF333LN53R2XQH/
https://access.redhat.com/errata/RHSA-2019:2112
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WTWUMQ46GZY3O4WU4JCF333LN53R2XQH/
http://www.securityfocus.com/bid/96299
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/2V3HIGXMUKJGOBMAQAQPGC7G5YYWSUVA/

don't echo query params on invalid requests to redirect URI; closes #212 - pingidentity/mod_auth_openidc@612e309 - GitHub  CONFIRM
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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-l

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

377486 Alibaba Cloud Linux Security Update for mod_auth_openidc (ALINUX2-SA-2019:0078)
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