
CVE-2017-6062
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2017-6062

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-02 06:59:00 UTC

Updated 2023-11-07 02:49:00 UTC

Description The "OpenID Connect Relying Party and OAuth 2.0 Resource Server" (aka mod_auth_openidc) module before 2.1.5 for the Apache HTTP Server does not skip OIDC_CLAIM_ and OIDCAuthNHeader headers in an "OIDCUnAuthAction pass" configuration, which allows remote attackers to bypass authentication via crafted HTTP traffic.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openidc Mod Auth Openidc All All All All

Application Pingidentity Mod Auth Openidc All All All All

References

Reference Source

mod_auth_openidc/ChangeLog at master · pingidentity/mod_auth_openidc · GitHub CONFIRM

Security issue: OIDCUnAuthAction pass does not scrub request headers · Issue #222 · pingidentity/mod_auth_openidc · GitHub CONFIRM

[SECURITY] Fedora 29 Update: mod_auth_openidc-2.4.0.3-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 30 Update: mod_auth_openidc-2.4.0.3-1.fc30 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: mod_auth_openidc-2.4.0.3-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 31 Update: mod_auth_openidc-2.4.0.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA

[SECURITY] Fedora 31 Update: mod_auth_openidc-2.4.0.3-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 29 Update: mod_auth_openidc-2.4.0.3-1.fc29 - package-announce - Fedora Mailing-Lists

Release release 2.1.5 · pingidentity/mod_auth_openidc · GitHub CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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