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Summary

CVE CVE-2017-6079

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-16 17:29:00 UTC

Updated 2021-09-13 11:20:00 UTC

Description The HTTP web-management application on Edgewater Networks Edgemarc appliances has a hidden page that allows for user-defined commands such as specific iptables routes, etc., to be set. You can use this page as a web shell essentially to execute commands, though you get no feedback client-side from the web application: if the command is valid, it executes. An example is the wget command. The page that allows this has been confirmed in firmware as old as 2006.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Edgewater Networks Edgemarc 4550 - All All All

Hardware Edgewater Networks Edgemarc 4550 - All All All

Hardware Edgewater Networks Edgemarc 4552 - All All All

Hardware Edgewater Networks Edgemarc 4552 - All All All

Hardware Edgewater Networks Edgemarc 4601 - All All All

Hardware Edgewater Networks Edgemarc 4601 - All All All

Hardware Edgewater Networks Edgemarc 4700 - All All All

Hardware Edgewater Networks Edgemarc 4700 - All All All

Hardware Edgewater Networks Edgemarc 4750 - All All All

Hardware Edgewater Networks Edgemarc 4750 - All All All

Hardware Edgewater Networks Edgemarc 4800 - All All All

Hardware Edgewater Networks Edgemarc 4800 - All All All

Hardware Edgewater Networks Edgemarc 4806 - All All All

Hardware Edgewater Networks Edgemarc 4806 - All All All

Hardware Edgewater Networks Edgemarc 4808 - All All All

Hardware Edgewater Networks Edgemarc 4808 - All All All

Hardware Edgewater Networks Edgemarc 7301 - All All All
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Hardware Edgewater Networks Edgemarc 7301 - All All All

Hardware Edgewater Networks Edgemarc 7301 - All All All

Hardware Edgewater Networks Edgemarc 7400 - All All All

Hardware Edgewater Networks Edgemarc 7400 - All All All

Operating System Edgewater Networks Edgemarc Firmware - All All All

Operating System Edgewater Networks Edgemarc Firmware - All All All

Hardware Ribboncommunications Edgemarc 4550 - All All All

Hardware Ribboncommunications Edgemarc 4552 - All All All

Hardware Ribboncommunications Edgemarc 4601 - All All All

Hardware Ribboncommunications Edgemarc 4700 - All All All

Hardware Ribboncommunications Edgemarc 4750 - All All All

Hardware Ribboncommunications Edgemarc 4800 - All All All

Hardware Ribboncommunications Edgemarc 4806 - All All All

Hardware Ribboncommunications Edgemarc 4808 - All All All

Hardware Ribboncommunications Edgemarc 7301 - All All All

Hardware Ribboncommunications Edgemarc 7400 - All All All

Operating System Ribboncommunications Edgemarc Firmware - All All All

References

Reference Source Link Tags

CVE-2017-6079 – Blind Command Injection in Edgewater Edgemarc Devices MISC depthsecurity.com Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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