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Summary

CVE CVE-2017-6139

State PUBLIC

Assigner f5sirt@f5.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-12-21 17:29:00 UTC

Updated 2019-04-12 10:29:00 UTC

Description In F5 BIG-IP APM software version 13.0.0 and 12.1.2, under rare conditions, the BIG-IP APM system appends log details when responding to client requests. Details in the log file can vary; customers running debug mode logging with BIG-IP APM are at highest risk.

Risk And Classification

Problem Types: CWE-532

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F5 Big-ip Access Policy Manager 12.1.2 All All All

Application F5 Big-ip Access Policy Manager 13.0.0 All All All

Application F5 Big-ip Access Policy Manager 12.1.2 All All All

Application F5 Big-ip Access Policy Manager 13.0.0 All All All

References

Reference Source

support.f5.com/csp/article/K45432295 CONFIRM

F5 BIG-IP APM Logging Error Lets Remote Users Obtain Potentially Sensitive Information on the Target System - SecurityTracker SECTRACK

F5 BIG-IP APM CVE-2017-6139 Information Disclosure Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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