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CVE CVE-2017-6316
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-20 04:29:00 UTC
Updated 2026-04-21 17:43:14 UTC
Description Citrix NetScaler SD-WAN devices through v9.1.2.26.561201 allow remote attackers to execute arbitrary shell commands as

4 I -l
Risk And Classification

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.878980000 probability, percentile 0.994810000 (date 2026-04-25)
CISA KEV: Listed on 2022-03-25; due 2022-04-15; ransomware use Unknown

Problem Types: NVD-CWE-noinfo | n/a | CWE-noinfo Not enough information

Version Source Type Score Severity  Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 ADP DECLARED 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 134c704f-9b21-4f2e-91b3-42467353bccO0  Secondary 9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
2.0 nvd@nist.gov Primary 10 AV:N/AC:L/Au:N/C:C/I:C/A:C
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CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2017-6316/mitre
https://cve.report/CVE-2017-6316/nist
https://cve.report/CVE-2017-6316/cve_org
https://cve.report/api/cve/CVE-2017-6316.json
https://cve.report/CVE-2017-6316.pdf
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CVSS v2.0 Breakdown
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CISA Known Exploited Vulnerability

Vendor Citrix

Product NetScaler SD-WAN Enterprise, CloudBridge Virtual WAN, and XenMobile Server
Name Citrix Multiple Products Remote Code Execution Vulnerability

Required Action Apply updates per vendor instructions.

Notes https://nvd.nist.gov/vuln/detail/CVE-2017-6316

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Citrix Netscaler Sd-wan All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified



http://cve.report/vendor/citrix
http://cve.report/software/citrix/netscaler_sd-wan
http://cve.report/vendor/na
http://cve.report/software/na/n/a

Rererences

Reference

Citrix NetScaler SD-WAN Unspecified Flaw in Management Interface Lets Remote Users Execute Arbitrary Code on the Target System - Sect
www.cisa.gov/known-exploited-vulnerabilities-catalog

Citrix CloudBridge - 'CAKEPHP' Cookie Command Injection - CGl webapps Exploit

Multiple Citrix Products CVE-2017-6316 Remote Code Execution Vulnerability

Netscaler SD-WAN 9.1.2.26.561201 - Command Injection (Metasploit) - CGl webapps Exploit

CVE-2017-6316 - Vulnerability in Citrix NetScaler SD-WAN Enterprise & Standard Edition and Citrix CloudBridge Virtual WAN Edition Could F
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No vendor comments have been submitted for this CVE.

Additional Advisory Data

Source Time Event

ADP 2022-03-25T00:00:00.000Z CVE-2017-6316 added to CISA KEV

There are currently no legacy QID mappings associated with this CVE.
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