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Summary

CVE CVE-2017-6323

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-16 19:29:00 UTC

Updated 2018-05-23 14:38:00 UTC

Description The Symantec Management Console prior to ITMS 8.1 RU1, ITMS 8.0_POST_HF6, and ITMS 7.6_POST_HF7 has an issue whereby XML input containing a reference to an external entity is processed by a weakly configured XML parser. This attack may lead to the disclosure of confidential data, denial of service, server side request forgery, port scanning from the perspective of the machine where the parser is located, and other system impacts.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Management Console All All All All

Application Symantec Management Console 7.6 hf7 All All

Application Symantec Management Console 8.0 hf6 All All

Application Symantec Management Console All All All All

Application Symantec Management Console 7.6 hf7 All All

Application Symantec Management Console 8.0 hf6 All All

References

Reference

Symantec Management Console CVE-2017-6323 Multiple XML External Entity Injection Vulnerabilities

Security Advisories Relating to Symantec Products - Symantec Management Console XSS/XXE Issues - 2017-06-28T10:22:49 PDT | Symantec

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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