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Summary

CVE CVE-2017-6328

State PUBLIC

Assigner secure@symantec.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-11 20:29:00 UTC

Updated 2017-08-24 19:57:00 UTC

Description The Symantec Messaging Gateway before 10.6.3-267 can encounter an issue of cross site request forgery (also known as one-click attack and is abbreviated as CSRF or XSRF), which is a type of malicious exploit of a website where unauthorized commands are transmitted from a user that the web application trusts. A CSRF attack attempts to exploit the trust that a specific website has in a user's browser.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Message Gateway All All All All

References

Reference

Symantec Messaging Gateway CVE-2017-6328 Cross Site Request Forgery Vulnerability

Security Advisories Relating to Symantec Products - Symantec Messaging Gateway RCE and CSRF - 2017-08-10T13:19:24 PDT | Symantec

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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