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Summary

CVE CVE-2017-6339

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-05 16:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Trend Micro InterScan Web Security Virtual Appliance (IWSVA) 6.5 before CP 1746 mismanages certain key and certificate data. Per IWSVA documentation, by default, IWSVA acts as a private Certificate Authority (CA) and dynamically generates digital certificates that are sent to client browsers to complete a secure passage for HTTPS connections. It also allows administrators to upload their own certificates signed by a root CA. An attacker with low privileges can download the current CA certificate and Private Key (either the default ones or ones uploaded by administrators) and use those to decrypt HTTPS traffic, thus compromising confidentiality. Also, the default Private Key on this appliance is encrypted with a very weak passphrase. If an appliance uses the default Certificate and Private Key provided by Trend Micro, an attacker can simply download these and decrypt the Private Key using the default/weak passphrase.

Risk And Classification

Problem Types: CWE-269 | CWE-521

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trendmicro Interscan Web Security Virtual Appliance All All All All

References

Reference Source Link

www.qualys.com/2017/01/12/qsa-2017-01-12/qsa-2017-01-12.pdf MISC www.qualys.com

Trend Micro InterScan Web Security Virtual Appliance CVE-2017-6339 Security Bypass Vulnerability BID www.securityfocus.com

Multiple Vulnerabilities - InterScan Web Security Virtual Appliance 6.5 MISC success.trendmicro.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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