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Summary

CVE CVE-2017-6342

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-02-27 07:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered on Dahua DHI-HCVR7216A-S3 devices with NVR Firmware 3.210.0001.10 2016-06-06, Camera Firmware 2.400.0000.28.R 2016-03-29, and SmartPSS Software 1.16.1 2017-01-19. When SmartPSS Software is launched, while on the login screen, the software in the background automatically logs in as admin. This allows sniffing sensitive information identified in CVE-2017-6341 without prior knowledge of the password. This is a different vulnerability than CVE-2013-6117.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Dahuasecurity Camera Firmware 2.400.0000.28.r All All All

Operating System Dahuasecurity Camera Firmware 2.400.0000.28.r All All All

Hardware Dahuasecurity Dhi-hcvr7216a-s3 - All All All

Hardware Dahuasecurity Dhi-hcvr7216a-s3 - All All All

Operating System Dahuasecurity Nvr Firmware 3.210.0001.10 All All All

Operating System Dahuasecurity Nvr Firmware 3.210.0001.10 All All All

Operating System Dahuasecurity Smartpss Firmware 1.16.1 All All All

Operating System Dahuasecurity Smartpss Firmware 1.16.1 All All All

References

Reference Source Link Tags

Dahua NVR - Multiple Exposures | null ku7 MISC nullku7.github.io Third Party Advisory

Dahua Security Multiple Products CVE-2017-6342 Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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