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Summary

CVE CVE-2017-6381

State PUBLIC

Assigner security@drupal.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-16 14:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A 3rd party development library including with Drupal 8 development dependencies is vulnerable to remote code execution. This is mitigated by the default .htaccess protection against PHP execution, and the fact that Composer development dependencies aren't normal installed. You might be vulnerable to this if you are running a version of Drupal before 8.2.2. To be sure you aren't vulnerable, you can remove the <siteroot>/vendor/phpunit directory from your production deployments

Risk And Classification

Problem Types: CWE-829

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal 8.0.0 All All All

Application Drupal Drupal 8.0.0 alpha10 All All

Application Drupal Drupal 8.0.0 alpha11 All All

Application Drupal Drupal 8.0.0 alpha12 All All

Application Drupal Drupal 8.0.0 alpha13 All All

Application Drupal Drupal 8.0.0 alpha14 All All

Application Drupal Drupal 8.0.0 alpha15 All All

Application Drupal Drupal 8.0.0 alpha2 All All

Application Drupal Drupal 8.0.0 alpha3 All All

Application Drupal Drupal 8.0.0 alpha4 All All

Application Drupal Drupal 8.0.0 alpha5 All All

Application Drupal Drupal 8.0.0 alpha6 All All

Application Drupal Drupal 8.0.0 alpha7 All All

Application Drupal Drupal 8.0.0 alpha8 All All

Application Drupal Drupal 8.0.0 alpha9 All All

Application Drupal Drupal 8.0.0 beta1 All All

Application Drupal Drupal 8.0.0 beta10 All All
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Application Drupal Drupal 8.0.0 beta10 All All

Application Drupal Drupal 8.0.0 beta11 All All

Application Drupal Drupal 8.0.0 beta12 All All

Application Drupal Drupal 8.0.0 beta13 All All

Application Drupal Drupal 8.0.0 beta14 All All

Application Drupal Drupal 8.0.0 beta15 All All

Application Drupal Drupal 8.0.0 beta16 All All

Application Drupal Drupal 8.0.0 beta2 All All

Application Drupal Drupal 8.0.0 beta3 All All

Application Drupal Drupal 8.0.0 beta4 All All

Application Drupal Drupal 8.0.0 beta6 All All

Application Drupal Drupal 8.0.0 beta7 All All

Application Drupal Drupal 8.0.0 beta9 All All

Application Drupal Drupal 8.0.0 rc1 All All

Application Drupal Drupal 8.0.0 rc2 All All

Application Drupal Drupal 8.0.0 rc3 All All

Application Drupal Drupal 8.0.0 rc4 All All

Application Drupal Drupal 8.0.1 All All All

Application Drupal Drupal 8.0.2 All All All

Application Drupal Drupal 8.0.3 All All All

Application Drupal Drupal 8.0.4 All All All

Application Drupal Drupal 8.0.5 All All All

Application Drupal Drupal 8.0.6 All All All

Application Drupal Drupal 8.1.0 All All All

Application Drupal Drupal 8.1.0 beta1 All All

Application Drupal Drupal 8.1.0 beta2 All All

Application Drupal Drupal 8.1.0 rc1 All All

Application Drupal Drupal 8.1.1 All All All

Application Drupal Drupal 8.1.10 All All All

Application Drupal Drupal 8.1.2 All All All

Application Drupal Drupal 8.1.3 All All All

Application Drupal Drupal 8.1.4 All All All

Application Drupal Drupal 8.1.5 All All All

Application Drupal Drupal 8.1.6 All All All

Application Drupal Drupal 8.1.7 All All All

Application Drupal Drupal 8.1.8 All All All
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Application Drupal Drupal 8.1.9 All All All

Application Drupal Drupal 8.2.0 All All All

Application Drupal Drupal 8.2.0 beta1 All All

Application Drupal Drupal 8.2.0 beta2 All All

Application Drupal Drupal 8.2.0 beta3 All All

Application Drupal Drupal 8.2.0 rc1 All All

Application Drupal Drupal 8.2.0 rc2 All All

Application Drupal Drupal 8.2.1 All All All

Application Drupal Drupal 8.0.0 All All All

Application Drupal Drupal 8.0.0 alpha10 All All

Application Drupal Drupal 8.0.0 alpha11 All All

Application Drupal Drupal 8.0.0 alpha12 All All

Application Drupal Drupal 8.0.0 alpha13 All All

Application Drupal Drupal 8.0.0 alpha14 All All

Application Drupal Drupal 8.0.0 alpha15 All All

Application Drupal Drupal 8.0.0 alpha2 All All

Application Drupal Drupal 8.0.0 alpha3 All All

Application Drupal Drupal 8.0.0 alpha4 All All

Application Drupal Drupal 8.0.0 alpha5 All All

Application Drupal Drupal 8.0.0 alpha6 All All

Application Drupal Drupal 8.0.0 alpha7 All All

Application Drupal Drupal 8.0.0 alpha8 All All

Application Drupal Drupal 8.0.0 alpha9 All All

Application Drupal Drupal 8.0.0 beta1 All All

Application Drupal Drupal 8.0.0 beta10 All All

Application Drupal Drupal 8.0.0 beta11 All All

Application Drupal Drupal 8.0.0 beta12 All All

Application Drupal Drupal 8.0.0 beta13 All All

Application Drupal Drupal 8.0.0 beta14 All All

Application Drupal Drupal 8.0.0 beta15 All All

Application Drupal Drupal 8.0.0 beta16 All All

Application Drupal Drupal 8.0.0 beta2 All All

Application Drupal Drupal 8.0.0 beta3 All All

Application Drupal Drupal 8.0.0 beta4 All All

Application Drupal Drupal 8.0.0 beta6 All All

Application Drupal Drupal 8.0.0 beta7 All All
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Application Drupal Drupal 8.0.0 beta7 All All

Application Drupal Drupal 8.0.0 beta9 All All

Application Drupal Drupal 8.0.0 rc1 All All

Application Drupal Drupal 8.0.0 rc2 All All

Application Drupal Drupal 8.0.0 rc3 All All

Application Drupal Drupal 8.0.0 rc4 All All

Application Drupal Drupal 8.0.1 All All All

Application Drupal Drupal 8.0.2 All All All

Application Drupal Drupal 8.0.3 All All All

Application Drupal Drupal 8.0.4 All All All

Application Drupal Drupal 8.0.5 All All All

Application Drupal Drupal 8.0.6 All All All

Application Drupal Drupal 8.1.0 All All All

Application Drupal Drupal 8.1.0 beta1 All All

Application Drupal Drupal 8.1.0 beta2 All All

Application Drupal Drupal 8.1.0 rc1 All All

Application Drupal Drupal 8.1.1 All All All

Application Drupal Drupal 8.1.10 All All All

Application Drupal Drupal 8.1.2 All All All

Application Drupal Drupal 8.1.3 All All All

Application Drupal Drupal 8.1.4 All All All

Application Drupal Drupal 8.1.5 All All All

Application Drupal Drupal 8.1.6 All All All

Application Drupal Drupal 8.1.7 All All All

Application Drupal Drupal 8.1.8 All All All

Application Drupal Drupal 8.1.9 All All All

Application Drupal Drupal 8.2.0 All All All

Application Drupal Drupal 8.2.0 beta1 All All

Application Drupal Drupal 8.2.0 beta2 All All

Application Drupal Drupal 8.2.0 beta3 All All

Application Drupal Drupal 8.2.0 rc1 All All

Application Drupal Drupal 8.2.0 rc2 All All

Application Drupal Drupal 8.2.1 All All All
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Drupal Core - Multiple Vulnerabilities - SA-CORE-2017-001 | Drupal.org

Drupal Core DRUPAL-SA-CORE-2017-001 Multiple Security Vulnerabilities

Drupal Multiple Flaws Let Remote Users Conduct Cross-Site Request Forgery Attacks and Execute Arbitrary Code and Let Remote Authenticated Users Access Files on the Target System - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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