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CVE CVE-2017-6419
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2017-08-07 03:29:00 UTC
Updated 2018-10-21 10:29:00 UTC
Description mspack/Izxd.c in libmspack 0.5alpha, as used in ClamAV 0.99.2, allows remote attackers to cause a denial of service (heag

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Update
All

All
alpha

alpha

Language
All
All
All

All

Type Vendor Product Version

Application Clamav Clamav 0.99.2

Application Clamav Clamav 0.99.2

Application Libmspack Project Libmspack 0.5

Application Libmspack Project Libmspack 0.5
References

Reference

Debian -- Security Information -- DSA-3946-1 libmspack

varsleak-vul/clamav_chm_crash.md at master - varsleak/varsleak-vul - GitHub
ClamAV: Multiple vulnerabilities (GLSA 201804-16) — Gentoo security

Bug 11701 — an out-of-range write when clamscan prase chm

[SECURITY] [DLA 1279-1] clamav security update

CVE Program record

NVD vulnerability detail

/

No vendor comments have been submitted for this CVE.

fixing potential OOB window write when unpacking chm files - Cisco-Talos/clamav-devel@a837736 - GitHub

Edition

All

All

All

All
Source
DEBIAN
MISC
MISC
GENTOO
MISC
MLIST
CVE.ORG
NVD

Link
www.debian.org
github.com
github.com
security.gent0o.0
bugzilla.clamav.n
lists.debian.org
WWw.cve.org

nvd.nist.gov



https://cve.report/
https://cve.report/CVE-2017-6419/mitre
https://cve.report/CVE-2017-6419/nist
https://cve.report/CVE-2017-6419/cve_org
https://cve.report/CVE-2017-6419.pdf
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/clamav
http://cve.report/software/clamav/clamav
http://cve.report/vendor/libmspack_project
http://cve.report/software/libmspack_project/libmspack
http://cve.report/vendor/libmspack_project
http://cve.report/software/libmspack_project/libmspack
http://www.debian.org/security/2017/dsa-3946
https://github.com/vrtadmin/clamav-devel/commit/a83773682e856ad6529ba6db8d1792e6d515d7f1
https://github.com/varsleak/varsleak-vul/blob/master/clamav-vul/heap-overflow/clamav_chm_crash.md
https://security.gentoo.org/glsa/201804-16
https://bugzilla.clamav.net/show_bug.cgi?id=11701
https://lists.debian.org/debian-lts-announce/2018/02/msg00014.html
https://www.cve.org/CVERecord?id=CVE-2017-6419
https://nvd.nist.gov/vuln/detail/CVE-2017-6419

Legacy QID Mappings |

500103 Alpine Linux Security Update for clamav
501042 Alpine Linux Security Update for libmspack
503827 Alpine Linux Security Update for clamav

710259 Gentoo Linux ClamAV Multiple Vulnerabilities (GLSA 201804-16)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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