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CVE CVE-2017-6430
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 15:59:01 UTC
Updated 2025-04-20 01:37:25 UTC
Description The compile_tree function in ef_compiler.c in the Etterfilter utility in Ettercap 0.8.2 and earlier allows remote attackers to cat

Risk And Classification

Primary CVSS: v3.0 5.5 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H

Problem Types: CWE-125 | n/a

Version Source Type Score Severity Vector
3.0 nvd@nist.gov Primary 5.5 MEDIUM CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:N/I:N/A:H
2.0 nvd@nist.gov Primary 43 AV:N/AC:M/Au:N/C:N/I:N/A:P

CVSS v3.0 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability


https://cve.report/
https://cve.report/CVE-2017-6430/mitre
https://cve.report/CVE-2017-6430/nist
https://cve.report/CVE-2017-6430/cve_org
https://cve.report/api/cve/CVE-2017-6430.json
https://cve.report/CVE-2017-6430.pdf
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CVSS v2.0 Breakdown
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AV:N/AC:M/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ettercap-project Ettercap All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
SecurityFocus af854a3a-2127-
Debian -- Security Information -- DSA-3874-1 ettercap af854a3a-2127-
Ettercap CVE-2017-6430 Out of Bounds Read Denial of Service Vulnerability af854a3a-2127-
Etterfilter: Invalid read on crafted file (Segmentation Fault). - Issue #782 - Ettercap/ettercap - GitHub af854a3a-2127-
Exit gracefully in case of corrupted filters (Closes issue #782) - LocutusOfBorg/ettercap@626dc56 - GitHub af854a3a-2127-
Ettercap Memory Read Error in compile_tree() Lets Remote Users Cause the Target Application to Crash - SecurityTracker af854a3a-2127-
CVE Program record CVE.ORG

NVD vulnerability detail NVD

4 H

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/ettercap-project
http://cve.report/software/ettercap-project/ettercap
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/archive/1/540223/100/0/threaded
http://www.debian.org/security/2017/dsa-3874
http://www.securityfocus.com/bid/96582
https://github.com/Ettercap/ettercap/issues/782
https://github.com/LocutusOfBorg/ettercap/commit/626dc56686f15f2dda13c48f78c2a666cb6d8506
http://www.securitytracker.com/id/1038057
https://www.cve.org/CVERecord?id=CVE-2017-6430
https://nvd.nist.gov/vuln/detail/CVE-2017-6430

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2017-6430
	Summary
	Risk And Classification
	CVSS v3.0 Breakdown
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


