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CVE CVE-2017-6435
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-03-15 14:59:00 UTC
Updated 2017-04-14 01:59:00 UTC
Description The parse_string_node function in bplist.c in libimobiledevice libplist 1.12 allows local users to cause a denial of service (me¢

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Libplist Project Libplist 1.12 Al Al
Application Libplist Project Libplist 1.12 All All

1|

Language

All

All

References

Reference

bplist: Make sure to bail out if malloc() fails in parse_string_node() - libimobiledevice/libplist@fbd8494 - GitHub
libplist CVE-2017-6435 Local Denial of Service Vulnerability

memory corruption bug - Issue #93 - libimobiledevice/libplist - GitHub

[SECURITY] [DLA 2168-1] libplist security update

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Source

CONFIRM

BID

MISC

MLIST

CVE.ORG

NVD

Link
github.com
www.securityfo
github.com
lists.debian.org
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https://cve.report/
https://cve.report/CVE-2017-6435/mitre
https://cve.report/CVE-2017-6435/nist
https://cve.report/CVE-2017-6435/cve_org
https://cve.report/api/cve/CVE-2017-6435.json
https://cve.report/CVE-2017-6435.pdf
http://cve.report/vendor/libplist_project
http://cve.report/software/libplist_project/libplist
http://cve.report/vendor/libplist_project
http://cve.report/software/libplist_project/libplist
https://github.com/libimobiledevice/libplist/commit/fbd8494d5e4e46bf2e90cb6116903e404374fb56
http://www.securityfocus.com/bid/97586
https://github.com/libimobiledevice/libplist/issues/93
https://lists.debian.org/debian-lts-announce/2020/04/msg00002.html
https://www.cve.org/CVERecord?id=CVE-2017-6435
https://nvd.nist.gov/vuln/detail/CVE-2017-6435
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