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Multiple buffer overflows in the ctl_put* functions in NTP before 4.2.8p10 and 4.3.x before 4.3.94 allow remote authenticate:
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apple Mac Os X All All All All
Hpe Hpux-ntp All All All All
Ntp Ntp All All All All
Ntp Ntp 4.2.8 - All All
Ntp Ntp 428 p1 All All
Ntp Ntp 4.2.8 p1-betal All All
Ntp Ntp 4.2.8 p1-beta2 All All
Ntp Ntp 4.2.8 p1-beta3 All All
Ntp Ntp 4.2.8 p1-betad All All
Ntp Ntp 4.2.8 p1-betas All All
Ntp Ntp 4.2.8 p1-rcl All All
Ntp Ntp 4.2.8 p1-rc2 All All
Ntp Ntp 4.2.8 p2 All All
Ntp Ntp 4.2.8 p2-rci All All
Ntp Ntp 4.2.8 p2-rc2 All All
Ntp Ntp 428 p2-rc3 All All
Ntp Ntp 4.2.8 p3 All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

44030 Juniper Network Operating System (Junos OS) Multiple NTP Vulnerabilities (JSA11171)

590736 Siemens SIMATIC NET CP 443-1 OPC UA Multiple Vulnerabilities (ICSA-21-159-11)
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