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NTP before 4.2.8p10 and 4.3.x before 4.3.94 allows remote authenticated users to cause a denial of service (daemon crast
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Ntp Ntp 428 p9 All All
Ntp Ntp 4.3.0 All All All
Ntp Ntp 4.3.1 All All All
Ntp Ntp 4.3.10 All All All
Ntp Ntp 4.3.11 All All All
Ntp Ntp 4.3.12 All All All
Ntp Ntp 4.3.13 All All All
Ntp Ntp 4314 All All All
Ntp Ntp 4.3.15 All All All
Ntp Ntp 4.3.16 All All Al
Ntp Ntp 4.3.17 All All All
Ntp Ntp 4.3.18 All All All
Ntp Ntp 4.3.19 All All All
Ntp Ntp 432 All All All
Ntp Ntp 4.3.20 All All All
Ntp Ntp 4.3.21 All All All
Ntp Ntp 4.3.22 All All All
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support.ntp.org/bin/view/Main/SecurityNotice CONFIRM support.ntp.org

About the security content of macOS High Sierra 10.13 - Apple Support CONFIRM support.apple.com
Document Display | HPE Support Center CONFIRM support.hpe.com
support.ntp.org/bin/view/Main/NtpBug3387 CONFIRM support.ntp.org
USN-3707-2: NTP vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com
FreeBSD-SA-17:03 FREEBSD security.FreeBSD.org
Red Hat Customer Portal REDHAT access.redhat.com
NTP CVE-2017-6463 Denial of Service Vulnerability BID www.securityfocus.com

ntp Multiple Bugs Let Remote or Local Users Cause the Target Service to Crash - SecurityTracker SECTRACK www.securitytracker.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378174 Virtuozzo Linux Security Update for ntp-doc (VZLSA-2017:3071)

44030 Juniper Network Operating System (Junos OS) Multiple NTP Vulnerabilities (JSA11171)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://support.ntp.org/bin/view/Main/SecurityNotice#March_2017_ntp_4_2_8p10_NTP_Secu
https://support.apple.com/HT208144
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbux03962en_us
http://support.ntp.org/bin/view/Main/NtpBug3387
https://usn.ubuntu.com/3707-2/
https://security.freebsd.org/advisories/FreeBSD-SA-17:03.ntp.asc
https://access.redhat.com/errata/RHSA-2018:0855
http://www.securityfocus.com/bid/97049
http://www.securitytracker.com/id/1038123
https://www.cve.org/CVERecord?id=CVE-2017-6463
https://nvd.nist.gov/vuln/detail/CVE-2017-6463
http://cve.report/qid/378174
http://cve.report/qid/44030
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2017-6463
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


