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Summary

CVE CVE-2017-6602

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-07 17:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A vulnerability in the CLI of Cisco Unified Computing System (UCS) Manager, Cisco Firepower 4100 Series Next-Generation Firewall (NGFW), and Cisco Firepower 9300 Security Appliance could allow an authenticated, local attacker to perform a command injection attack. More Information: CSCvb66189 CSCvb86775. Known Affected Releases: 2.0(1.68) 3.1(1k)A. Known Fixed Releases: 92.2(1.101) 92.1(1.1742) 92.1(1.1658) 2.1(1.38) 2.0(1.107) 2.0(1.87) 1.1(4.148) 1.1(4.138).

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Firepower Extensible Operating System 2.0(1.68) All All All

Application Cisco Firepower Extensible Operating System 2.0\(1.68\) All All All

Application Cisco Firepower Extensible Operating System 2.0\(1.68\) All All All

Application Cisco Unified Computing System 3.1(1k)a All All All

Application Cisco Unified Computing System 3.1\(1k\)a All All All

Application Cisco Unified Computing System 3.1\(1k\)a All All All

References

Reference

Multiple Cisco Products CVE-2017-6602 Local Command Injection Vulnerability

Cisco UCS Manager, Cisco Firepower 4100 Series NGFW, and Cisco Firepower 9300 Security Appliance CLI Command Injection Vulnerability

Cisco Unified Computing System CLI Input Validation Flaw Lets Users View and Modify Arbitrary Files on the Target System and Gain Access to Other Devices - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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