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Summary

CVE CVE-2017-6606

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-04-07 17:59:00 UTC

Updated 2017-07-12 01:29:00 UTC

Description A vulnerability in a startup script of Cisco IOS XE Software could allow an unauthenticated attacker with physical access to the targeted system to execute arbitrary commands on the underlying operating system with the privileges of the root user. More Information: CSCuz06639 CSCuz42122. Known Affected Releases: 15.6(1.1)S 16.1.2 16.2.0 15.2(1)E. Known Fixed Releases: Denali-16.1.3 16.2(1.8) 16.1(2.61) 15.6(2)SP 15.6(2)S1 15.6(1)S2 15.5(3)S3a 15.5(3)S3 15.5(2)S4 15.5(1)S4 15.4(3)S6a 15.4(3)S6 15.3(3)S8a 15.3(3)S8 15.2(5)E 15.2(4)E3 15.2(3)E5 15.0(2)SQD3 15.0(1.9.2)SQD3 3.9(0)E.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ios Xe 16.1.1 All All All

Operating System Cisco Ios Xe 16.1.2 All All All

Operating System Cisco Ios Xe 16.2.1 All All All

Operating System Cisco Ios Xe 3.1.0s All All All

Operating System Cisco Ios Xe 3.1.0sg All All All

Operating System Cisco Ios Xe 3.1.1s All All All

Operating System Cisco Ios Xe 3.1.1sg All All All

Operating System Cisco Ios Xe 3.1.2s All All All

Operating System Cisco Ios Xe 3.1.3s All All All

Operating System Cisco Ios Xe 3.1.4as All All All

Operating System Cisco Ios Xe 3.1.4s All All All

Operating System Cisco Ios Xe 3.10.0s All All All

Operating System Cisco Ios Xe 3.10.1s All All All

Operating System Cisco Ios Xe 3.10.1xbs All All All

Operating System Cisco Ios Xe 3.10.2s All All All

Operating System Cisco Ios Xe 3.10.2ts All All All

Operating System Cisco Ios Xe 3.10.3s All All All
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Operating System Cisco Ios Xe 3.10.3s All All All

Operating System Cisco Ios Xe 3.10.4s All All All

Operating System Cisco Ios Xe 3.10.5s All All All

Operating System Cisco Ios Xe 3.10.6s All All All

Operating System Cisco Ios Xe 3.10.7s All All All

Operating System Cisco Ios Xe 3.11.0s All All All

Operating System Cisco Ios Xe 3.11.1s All All All

Operating System Cisco Ios Xe 3.11.2s All All All

Operating System Cisco Ios Xe 3.11.3s All All All

Operating System Cisco Ios Xe 3.11.4s All All All

Operating System Cisco Ios Xe 3.12.0as All All All

Operating System Cisco Ios Xe 3.12.0s All All All

Operating System Cisco Ios Xe 3.12.1s All All All

Operating System Cisco Ios Xe 3.12.2s All All All

Operating System Cisco Ios Xe 3.12.3s All All All

Operating System Cisco Ios Xe 3.12.4s All All All

Operating System Cisco Ios Xe 3.13.0as All All All

Operating System Cisco Ios Xe 3.13.0s All All All

Operating System Cisco Ios Xe 3.13.1s All All All

Operating System Cisco Ios Xe 3.13.2as All All All

Operating System Cisco Ios Xe 3.13.2s All All All

Operating System Cisco Ios Xe 3.13.3s All All All

Operating System Cisco Ios Xe 3.13.4s All All All

Operating System Cisco Ios Xe 3.13.5as All All All

Operating System Cisco Ios Xe 3.13.5s All All All

Operating System Cisco Ios Xe 3.14.0s All All All

Operating System Cisco Ios Xe 3.14.1s All All All

Operating System Cisco Ios Xe 3.14.2s All All All

Operating System Cisco Ios Xe 3.14.3s All All All

Operating System Cisco Ios Xe 3.15.0s All All All

Operating System Cisco Ios Xe 3.15.1cs All All All

Operating System Cisco Ios Xe 3.15.1s All All All

Operating System Cisco Ios Xe 3.15.2s All All All

Operating System Cisco Ios Xe 3.15.3s All All All

Operating System Cisco Ios Xe 3.16.0cs All All All

Operating System Cisco Ios Xe 3.16.0s All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe


Operating System Cisco Ios Xe 3.16.1as All All All

Operating System Cisco Ios Xe 3.16.1s All All All

Operating System Cisco Ios Xe 3.16.2as All All All

Operating System Cisco Ios Xe 3.16.2bs All All All

Operating System Cisco Ios Xe 3.16.2s All All All

Operating System Cisco Ios Xe 3.17.0s All All All

Operating System Cisco Ios Xe 3.17.1as All All All

Operating System Cisco Ios Xe 3.17.1s All All All

Operating System Cisco Ios Xe 3.18.0as All All All

Operating System Cisco Ios Xe 3.18.0s All All All

Operating System Cisco Ios Xe 3.2.0se All All All

Operating System Cisco Ios Xe 3.2.0sg All All All

Operating System Cisco Ios Xe 3.2.0xo All All All

Operating System Cisco Ios Xe 3.2.10sg All All All

Operating System Cisco Ios Xe 3.2.11sg All All All

Operating System Cisco Ios Xe 3.2.1s All All All

Operating System Cisco Ios Xe 3.2.1se All All All

Operating System Cisco Ios Xe 3.2.1sg All All All

Operating System Cisco Ios Xe 3.2.1xo All All All

Operating System Cisco Ios Xe 3.2.2s All All All

Operating System Cisco Ios Xe 3.2.2se All All All

Operating System Cisco Ios Xe 3.2.2sg All All All

Operating System Cisco Ios Xe 3.2.3se All All All

Operating System Cisco Ios Xe 3.2.3sg All All All

Operating System Cisco Ios Xe 3.2.4sg All All All

Operating System Cisco Ios Xe 3.2.5sg All All All

Operating System Cisco Ios Xe 3.2.6sg All All All

Operating System Cisco Ios Xe 3.2.7sg All All All

Operating System Cisco Ios Xe 3.2.8sg All All All

Operating System Cisco Ios Xe 3.2.9sg All All All

Operating System Cisco Ios Xe 3.3.0s All All All

Operating System Cisco Ios Xe 3.3.0se All All All

Operating System Cisco Ios Xe 3.3.0sg All All All

Operating System Cisco Ios Xe 3.3.0sq All All All

Operating System Cisco Ios Xe 3.3.0xo All All All

Operating System Cisco Ios Xe 3.3.1s All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios_xe


Operating System Cisco Ios Xe 3.3.1s All All All

Operating System Cisco Ios Xe 3.3.1se All All All

Operating System Cisco Ios Xe 3.3.1sg All All All

Operating System Cisco Ios Xe 3.3.1sq All All All

Operating System Cisco Ios Xe 3.3.1xo All All All

Operating System Cisco Ios Xe 3.3.2s All All All

Operating System Cisco Ios Xe 3.3.2se All All All

Operating System Cisco Ios Xe 3.3.2sg All All All

Operating System Cisco Ios Xe 3.3.2xo All All All

Operating System Cisco Ios Xe 3.3.3se All All All

Operating System Cisco Ios Xe 3.3.4se All All All

Operating System Cisco Ios Xe 3.3.5se All All All

Operating System Cisco Ios Xe 3.4.0as All All All

Operating System Cisco Ios Xe 3.4.0s All All All

Operating System Cisco Ios Xe 3.4.0sg All All All

Operating System Cisco Ios Xe 3.4.0sq All All All

Operating System Cisco Ios Xe 3.4.1s All All All

Operating System Cisco Ios Xe 3.4.1sg All All All

Operating System Cisco Ios Xe 3.4.1sq All All All

Operating System Cisco Ios Xe 3.4.2s All All All

Operating System Cisco Ios Xe 3.4.2sg All All All

Operating System Cisco Ios Xe 3.4.3s All All All

Operating System Cisco Ios Xe 3.4.3sg All All All

Operating System Cisco Ios Xe 3.4.4s All All All

Operating System Cisco Ios Xe 3.4.4sg All All All

Operating System Cisco Ios Xe 3.4.5s All All All

Operating System Cisco Ios Xe 3.4.5sg All All All

Operating System Cisco Ios Xe 3.4.6s All All All

Operating System Cisco Ios Xe 3.4.6sg All All All

Operating System Cisco Ios Xe 3.4.7sg All All All

Operating System Cisco Ios Xe 3.4.8sg All All All

Operating System Cisco Ios Xe 3.5.0e All All All

Operating System Cisco Ios Xe 3.5.0s All All All

Operating System Cisco Ios Xe 3.5.0sq All All All

Operating System Cisco Ios Xe 3.5.1e All All All

Operating System Cisco Ios Xe 3.5.1s All All All
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Operating System Cisco Ios Xe 3.5.1sq All All All

Operating System Cisco Ios Xe 3.5.2e All All All

Operating System Cisco Ios Xe 3.5.2s All All All

Operating System Cisco Ios Xe 3.5.2sq All All All

Operating System Cisco Ios Xe 3.5.3e All All All

Operating System Cisco Ios Xe 3.6.0e All All All

Operating System Cisco Ios Xe 3.6.0s All All All

Operating System Cisco Ios Xe 3.6.1e All All All

Operating System Cisco Ios Xe 3.6.1s All All All

Operating System Cisco Ios Xe 3.6.2ae All All All

Operating System Cisco Ios Xe 3.6.2s All All All

Operating System Cisco Ios Xe 3.6.3e All All All

Operating System Cisco Ios Xe 3.6.4e All All All

Operating System Cisco Ios Xe 3.6.5ae All All All

Operating System Cisco Ios Xe 3.6.5e All All All

Operating System Cisco Ios Xe 3.6.6e All All All

Operating System Cisco Ios Xe 3.6.7e All All All

Operating System Cisco Ios Xe 3.7.0bs All All All

Operating System Cisco Ios Xe 3.7.0e All All All

Operating System Cisco Ios Xe 3.7.0s All All All

Operating System Cisco Ios Xe 3.7.1e All All All

Operating System Cisco Ios Xe 3.7.1s All All All

Operating System Cisco Ios Xe 3.7.2e All All All

Operating System Cisco Ios Xe 3.7.2s All All All

Operating System Cisco Ios Xe 3.7.2ts All All All

Operating System Cisco Ios Xe 3.7.3e All All All

Operating System Cisco Ios Xe 3.7.3s All All All

Operating System Cisco Ios Xe 3.7.4e All All All

Operating System Cisco Ios Xe 3.7.4s All All All

Operating System Cisco Ios Xe 3.7.5s All All All

Operating System Cisco Ios Xe 3.7.6s All All All

Operating System Cisco Ios Xe 3.7.7s All All All

Operating System Cisco Ios Xe 3.8.0e All All All

Operating System Cisco Ios Xe 3.8.0s All All All

Operating System Cisco Ios Xe 3.8.1e All All All
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Operating System Cisco Ios Xe 3.8.1s All All All

Operating System Cisco Ios Xe 3.8.2e All All All

Operating System Cisco Ios Xe 3.8.2s All All All

Operating System Cisco Ios Xe 3.9.0s All All All
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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