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State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2017-6606
PUBLIC

psirt@cisco.com

CVE Program / NVD first with legacy fallback

2017-04-07 17:59:00 UTC

2017-07-12 01:29:00 UTC

A vulnerability in a startup script of Cisco IOS XE Software could allow an unauthenticated attacker with physical access to

Risk And Classification

1|

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)
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Upeiduiy oysieli Uistu 1US AE 0.0.4¢ Al Al Al
Operating System Cisco los Xe 3.6.5ae All All All
Operating System Cisco los Xe 3.6.5e All All All
Operating System Cisco los Xe 3.6.6e All All All
Operating System Cisco los Xe 3.6.7e All All All
Operating System Cisco los Xe 3.7.0bs All All All
Operating System Cisco los Xe 3.7.0e All All All
Operating System Cisco los Xe 3.7.0s All All All
Operating System Cisco los Xe 3.7.1e All All All
Operating System Cisco los Xe 3.7.1s All All All
Operating System Cisco los Xe 3.7.2e All All All
Operating System Cisco los Xe 3.7.2s All All All
Operating System Cisco los Xe 3.7.2ts All All All
Operating System Cisco los Xe 3.7.3e All All All
Operating System Cisco los Xe 3.7.3s All All All
Operating System Cisco los Xe 3.7.4e All All All
Operating System Cisco los Xe 3.7.4s All All All
Operating System Cisco los Xe 3.7.5s All All All
Operating System Cisco los Xe 3.7.6s All All All
Operating System Cisco los Xe 3.7.7s All All All
Operating System Cisco los Xe 3.8.0e All All All
Operating System Cisco los Xe 3.8.0s All All All
Operating System Cisco los Xe 3.8.1e All All All
Operating System Cisco los Xe 3.8.1s All All All
Operating System Cisco los Xe 3.8.2e All All All
Operating System Cisco los Xe 3.8.2s All All All
Operating System Cisco los Xe 3.9.0s All All All
Operating System Cisco los Xe 3.9.1s All All All
Operating System Cisco los Xe 3.9.2s All All All
Reference Source

Cisco I0S XE Console ROMMON Variable Validation Flaw Lets Physically Local Users Obtain Root Privileges - SecurityTracker SECTRAC
Cisco 10S XE Software Startup Script Local Command Execution Vulnerability CONFIRM
Cisco |0S XE Software CVE-2017-6606 Local Command Execution Vulnerability BID

CVE Program record CVE.ORG
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http://www.securitytracker.com/id/1038190
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170405-iosxe
http://www.securityfocus.com/bid/97434
https://www.cve.org/CVERecord?id=CVE-2017-6606

NVD vulnerability detail NVD

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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