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Summary

CVE CVE-2017-6628

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-05-03 21:59:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A vulnerability in SMART-SSL Accelerator functionality for Cisco Wide Area Application Services (WAAS) 6.2.1, 6.2.1a, and 6.2.3a could allow an unauthenticated, remote attacker to cause a denial of service (DoS) condition where the WAN optimization could stop functioning while the process restarts. The vulnerability is due to a Secure Sockets Layer/Transport Layer Security (SSL/TLS) alert being incorrectly handled when in a specific SSL/TLS connection state. An attacker could exploit this vulnerability by establishing a SMART-SSL connection through the targeted device. The attacker would then send a crafted stream of SSL/TLS traffic. An exploit could allow the attacker to cause a DoS condition where WAN optimization could stop processing traffic for a short period of time. Cisco Bug IDs: CSCvb71133.

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Wide Area Application Services 6.2.1 All All All

Application Cisco Wide Area Application Services 6.2.1a All All All

Application Cisco Wide Area Application Services 6.2.3a All All All

Application Cisco Wide Area Application Services 6.2.1 All All All

Application Cisco Wide Area Application Services 6.2.1a All All All

Application Cisco Wide Area Application Services 6.2.3a All All All

References

Reference

Cisco Wide Area Application Services SMART-SSL Accelerator Bug Lets Remote Users Cause the Target Service to Reload - SecurityTracker

Cisco Wide Area Application Services SMART-SSL Accelerator Denial of Service Vulnerability

Malformed Request

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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