=

CVE-2017-6640

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2017-6640
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-08 13:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description A vulnerability in Cisco Prime Data Center Network Manager (DCNM) Software could allow an unauthenticated, remote atte
) I i

Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Prime Data Center Network Manager 10.1(1) All All All
Application Cisco Prime Data Center Network Manager 10.1(2) All All All
Application Cisco Prime Data Center Network Manager 10.1.0 All All All
Application Cisco Prime Data Center Network Manager 10.1\(1)) All All All
Application Cisco Prime Data Center Network Manager 10.1\(2)) All All All
Application Cisco Prime Data Center Network Manager 10.1.0 All All All
Application Cisco Prime Data Center Network Manager 10.1\(1)) All All All
Application Cisco Prime Data Center Network Manager 10.1\(2)) All All All
Reference Source
Cisco Prime Data Center Network Manager (DCNM) Default Account Authentication Bypass Vulnerability BID

Cisco Prime Data Center Network Manager Default Credentials Let Remote Users Access the Target System - SecurityTracker SECTRACF

Cisco Prime Data Center Network Manager Server Static Credential Vulnerability CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170607-dcnm2
https://www.cve.org/CVERecord?id=CVE-2017-6640
https://nvd.nist.gov/vuln/detail/CVE-2017-6640

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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