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Summary

CVE CVE-2017-6669

State PUBLISHED

Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-06-26 07:29:00 UTC

Updated 2025-04-20 01:37:25 UTC

Description Multiple buffer overflow vulnerabilities exist in the Cisco WebEx Network Recording Player for Advanced Recording Format (ARF) files. An attacker could exploit these vulnerabilities by providing a user with a malicious ARF file via email or URL and convincing the user to launch the file. Exploitation of these vulnerabilities could cause an affected player to crash and, in some cases, could allow arbitrary code execution on the system of a targeted user. The Cisco WebEx Network Recording Player is an application that is used to play back WebEx meeting recordings that have been recorded on the computer of an online meeting attendee. The player can be automatically installed when the user accesses a recording file that is hosted on a WebEx server. The following client builds are affected by this vulnerability: Cisco WebEx Business Suite (WBS29) client builds prior to T29.13.130, Cisco WebEx Business Suite (WBS30) client builds prior to T30.17, Cisco WebEx Business Suite (WBS31) client builds prior to T31.10. Cisco Bug IDs: CSCvc47758 CSCvc51227 CSCvc51242.

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov

CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Problem Types: CWE-119 | CWE-119 CWE-119

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

2.0 nvd@nist.gov Primary 6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS v3.1 Breakdown

Attack Vector

Local

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

https://cve.report/
https://cve.report/CVE-2017-6669/mitre
https://cve.report/CVE-2017-6669/nist
https://cve.report/CVE-2017-6669/cve_org
https://cve.report/api/cve/CVE-2017-6669.json
https://cve.report/CVE-2017-6669.pdf


CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Advanced Recording Format Player 29.10 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na Cisco WebEx Network Recording Player affected Cisco WebEx Network Recording Player Not specified

References

Reference Source

Cisco WebEx Network Recording Player Buffer Overflows in Processing Files Let Remote Users Execute Arbitrary Code - SecurityTracker af854a3a-2127-422b-91ae-364da2661108

Cisco WebEx Network Recording Player Multiple Buffer Overflow Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

Cisco WebEx Network Recording Player CVE-2017-6669 Multiple Buffer Overflow Vulnerabilities af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

High

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_advanced_recording_format_player
http://cve.report/vendor/na
http://cve.report/software/na/Cisco_WebEx_Network_Recording_Player
http://www.securitytracker.com/id/1038737
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170621-wnrp
http://www.securityfocus.com/bid/99196
https://www.cve.org/CVERecord?id=CVE-2017-6669
https://nvd.nist.gov/vuln/detail/CVE-2017-6669
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