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CVE CVE-2017-6706
State PUBLISHED
Assigner cisco

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-04 00:29:00 UTC
Updated 2025-04-20 01:37:25 UTC
Description A vulnerability in the logging subsystem of the Cisco Prime Collaboration Provisioning tool could allow an unauthenticated,
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Risk And Classification

Version Source Type
3.0 nvd@nist.gov Primary
2.0 nvd@nist.gov Primary

Primary CVSS: v3.0 5.1 MEDIUM from nvd@nist.gov
CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N

Problem Types: CWE-200 | Log File Information Disclosure Vulnerability

Score Severity Vector
5.1 MEDIUM CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:N
3.6 AV:L/AC:L/Au:N/C:P/I:P/A:N
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https://cve.report/
https://cve.report/CVE-2017-6706/mitre
https://cve.report/CVE-2017-6706/nist
https://cve.report/CVE-2017-6706/cve_org
https://cve.report/api/cve/CVE-2017-6706.json
https://cve.report/CVE-2017-6706.pdf

CVSS:3.0/AV:L/AC:L/PR:N/UI:N/S:U/C:L/I:.L/A:N
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CVSS v2.0 Breakdown
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AV:L/AC:L/Au:N/C:P/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Prime Collaboration Provisioning 11.2_base All All All
Application Cisco Prime Collaboration Provisioning 11.5.0 All All All
Application Cisco Prime Collaboration Provisioning 11.6_base All All All
Application Cisco Prime Collaboration Provisioning 12.1_base All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na Cisco Prime Collaboration Provisioning Tool affected Cisco Prime Collaboration Provisioning Tool Not specified
Reference

Cisco Prime Collaboration Provisioning Tool Log File Information Disclosure Vulnerability

Cisco Prime Collaboration Provisioning Tool Bugs Let Remote Users Hijack Sessions, Remote Authenticated Users Download Files, and Loce
Cisco Prime Collaboration Provisioning Tool CVE-2017-6706 Local Information Disclosure Vulnerability

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have heen siihmitted for this CVF


http://cve.report/vendor/cisco
http://cve.report/software/cisco/prime_collaboration_provisioning
http://cve.report/vendor/cisco
http://cve.report/software/cisco/prime_collaboration_provisioning
http://cve.report/vendor/cisco
http://cve.report/software/cisco/prime_collaboration_provisioning
http://cve.report/vendor/cisco
http://cve.report/software/cisco/prime_collaboration_provisioning
http://cve.report/vendor/na
http://cve.report/software/na/Cisco_Prime_Collaboration_Provisioning_Tool
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20170621-pcp4
http://www.securitytracker.com/id/1038744
http://www.securityfocus.com/bid/99204
https://www.cve.org/CVERecord?id=CVE-2017-6706
https://nvd.nist.gov/vuln/detail/CVE-2017-6706

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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