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CVE CVE-2017-6721
State PUBLIC
Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-04 00:29:00 UTC
Updated 2017-07-07 14:53:00 UTC
Description A vulnerability in the ingress processing of fragmented TCP packets by Cisco Wide Area Application Services (WAAS) coul
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cisco Wide Area Application Services 6.3(1) All All All
Application Cisco Wide Area Application Services 6.3\(1)) All All All
Application Cisco Wide Area Application Services 6.3\(1)) All All All

References |
Reference

Cisco Wide Area Application Services CVE-2017-6721 Remote Denial of Service Vulnerability

Cisco Wide Area Application Services TCP Fragment Denial of Service Vulnerability

Cisco Wide Area Application Services TCP Fragment Input Validation Flaw Lets Remote Users Cause the Target WAASNET Process to Relo:
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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