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Summary

CVE CVE-2017-6752

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-08-07 06:29:00 UTC

Updated 2023-08-15 15:14:00 UTC

Description A vulnerability in the web interface of the Cisco Adaptive Security Appliance (ASA) 9.3(3) and 9.6(2) could allow an unauthenticated, remote attacker to determine valid usernames. The attacker could use this information to conduct additional reconnaissance attacks. The vulnerability is due to the interaction between Lightweight Directory Access Protocol (LDAP) and SSL Connection Profile when they are configured together. An attacker could exploit the vulnerability by performing a username enumeration attack to the IP address of the device. An exploit could allow the attacker to determine valid usernames. Cisco Bug IDs: CSCvd47888.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Adaptive Security Appliance Software 9.3.3 All All All

Application Cisco Adaptive Security Appliance Software 9.6.2 All All All

Operating System Cisco Adaptive Security Appliance Software 9.3.3 All All All

Operating System Cisco Adaptive Security Appliance Software 9.6.2 All All All

Application Cisco Adaptive Security Appliance Software 9.3.3 All All All

Application Cisco Adaptive Security Appliance Software 9.6.2 All All All

References

Reference Source

Cisco Adaptive Security Appliance Username Enumeration Information Disclosure Vulnerability CONFIRM

Cisco Adaptive Security Appliance CVE-2017-6752 Information Disclosure Vulnerability BID

Cisco ASA LDAP/SSL Connection Profile Flaw Lets Remote Users Determine Valid Usernames on the Target System - SecurityTracker SECTRACK

Cisco Bug: CSCvd47888 - Cisco Adaptive Security Appliance Username Enumeration Information Disclosure Vulnerability CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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