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Summary

CVE CVE-2017-6753

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-07-25 19:29:00 UTC

Updated 2019-10-09 23:29:00 UTC

Description A vulnerability in Cisco WebEx browser extensions for Google Chrome and Mozilla Firefox could allow an unauthenticated, remote attacker to execute arbitrary code with the privileges of the affected browser on an affected system. This vulnerability affects the browser extensions for Cisco WebEx Meetings Server, Cisco WebEx Centers (Meeting Center, Event Center, Training Center, and Support Center), and Cisco WebEx Meetings when they are running on Microsoft Windows. The vulnerability is due to a design defect in the extension. An attacker who can convince an affected user to visit an attacker-controlled web page or follow an attacker-supplied link with an affected browser could exploit the vulnerability. If successful, the attacker could execute arbitrary code with the privileges of the affected browser. The following versions of the Cisco WebEx browser extensions are affected: Versions prior to 1.0.12 of the Cisco WebEx extension on Google Chrome, Versions prior to 1.0.12 of the Cisco WebEx extension on Mozilla Firefox. Cisco Bug IDs: CSCvf15012 CSCvf15020 CSCvf15030 CSCvf15033 CSCvf15036 CSCvf15037.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Webex Event Center t30_base All All All

Application Cisco Webex Event Center t31_base All All All

Application Cisco Webex Event Center t32_base All All All

Application Cisco Webex Event Center t30_base All All All

Application Cisco Webex Event Center t31_base All All All

Application Cisco Webex Event Center t32_base All All All

Application Cisco Webex Meetings t30_base All All All

Application Cisco Webex Meetings t30_base All All All

Application Cisco Webex Meetings Server 1.1_base All All All

Application Cisco Webex Meetings Server 1.5.1.131 All All All

Application Cisco Webex Meetings Server 1.5.1.6 All All All

Application Cisco Webex Meetings Server 1.5_base All All All

Application Cisco Webex Meetings Server 2.0.1.107 All All All

Application Cisco Webex Meetings Server 2.0_base All All All

Application Cisco Webex Meetings Server 2.5.1.29 All All All

Application Cisco Webex Meetings Server 2.5.1.5 All All All

Application Cisco Webex Meetings Server 2.5.99.2 All All All

https://cve.report/
https://cve.report/CVE-2017-6753/mitre
https://cve.report/CVE-2017-6753/nist
https://cve.report/CVE-2017-6753/cve_org
https://cve.report/api/cve/CVE-2017-6753.json
https://cve.report/CVE-2017-6753.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_event_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_event_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_event_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_event_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_event_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_event_center
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server
http://cve.report/vendor/cisco
http://cve.report/software/cisco/webex_meetings_server


Application Cisco Webex Meetings Server 2.5.99.2 All All All

Application Cisco Webex Meetings Server 2.5_base All All All

Application Cisco Webex Meetings Server 2.6.0 All All All

Application Cisco Webex Meetings Server 2.6.1.39 All All All

Application Cisco Webex Meetings Server 2.7.1 All All All

Application Cisco Webex Meetings Server 2.7_base All All All

Application Cisco Webex Meetings Server 2.8_base All All All

Application Cisco Webex Meetings Server 1.1_base All All All

Application Cisco Webex Meetings Server 1.5.1.131 All All All

Application Cisco Webex Meetings Server 1.5.1.6 All All All

Application Cisco Webex Meetings Server 1.5_base All All All

Application Cisco Webex Meetings Server 2.0.1.107 All All All

Application Cisco Webex Meetings Server 2.0_base All All All

Application Cisco Webex Meetings Server 2.5.1.29 All All All

Application Cisco Webex Meetings Server 2.5.1.5 All All All

Application Cisco Webex Meetings Server 2.5.99.2 All All All

Application Cisco Webex Meetings Server 2.5_base All All All

Application Cisco Webex Meetings Server 2.6.0 All All All

Application Cisco Webex Meetings Server 2.6.1.39 All All All

Application Cisco Webex Meetings Server 2.7.1 All All All

Application Cisco Webex Meetings Server 2.7_base All All All

Application Cisco Webex Meetings Server 2.8_base All All All

Application Cisco Webex Meetings Server 2.0 mr2 All All All

Application Cisco Webex Meetings Server 2.0 mr3 All All All

Application Cisco Webex Meetings Server 2.0 mr4 All All All

Application Cisco Webex Meetings Server 2.0 mr5 All All All

Application Cisco Webex Meetings Server 2.0 mr6 All All All

Application Cisco Webex Meetings Server 2.0 mr7 All All All

Application Cisco Webex Meetings Server 2.0 mr8 All All All

Application Cisco Webex Meetings Server 2.0 mr9 All All All

Application Cisco Webex Meetings Server 2.0 mr2 All All All

Application Cisco Webex Meetings Server 2.0 mr3 All All All

Application Cisco Webex Meetings Server 2.0 mr4 All All All

Application Cisco Webex Meetings Server 2.0 mr5 All All All

Application Cisco Webex Meetings Server 2.0 mr6 All All All

Application Cisco Webex Meetings Server 2.0 mr7 All All All
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Application Cisco Webex Meetings Server 2.0 mr8 All All All

Application Cisco Webex Meetings Server 2.0 mr9 All All All

Application Cisco Webex Meetings Server 2.0 Mr8 Patch 1 All All All

Application Cisco Webex Meetings Server 2.0 Mr8 Patch 1 All All All

Application Cisco Webex Meetings Server 2.0 Mr9 Patch 1 All All All

Application Cisco Webex Meetings Server 2.0 Mr9 Patch 2 All All All

Application Cisco Webex Meetings Server 2.0 Mr9 Patch 3 All All All

Application Cisco Webex Meetings Server 2.0 Mr9 Patch 1 All All All

Application Cisco Webex Meetings Server 2.0 Mr9 Patch 2 All All All

Application Cisco Webex Meetings Server 2.0 Mr9 Patch 3 All All All

Application Cisco Webex Meetings Server 2.5 mr1 All All All

Application Cisco Webex Meetings Server 2.5 mr2 All All All

Application Cisco Webex Meetings Server 2.5 mr3 All All All

Application Cisco Webex Meetings Server 2.5 mr4 All All All

Application Cisco Webex Meetings Server 2.5 mr5 All All All

Application Cisco Webex Meetings Server 2.5 mr6 All All All

Application Cisco Webex Meetings Server 2.5 mr1 All All All

Application Cisco Webex Meetings Server 2.5 mr2 All All All

Application Cisco Webex Meetings Server 2.5 mr3 All All All

Application Cisco Webex Meetings Server 2.5 mr4 All All All

Application Cisco Webex Meetings Server 2.5 mr5 All All All

Application Cisco Webex Meetings Server 2.5 mr6 All All All

Application Cisco Webex Meetings Server 2.5 Mr2 Patch 1 All All All

Application Cisco Webex Meetings Server 2.5 Mr2 Patch 1 All All All

Application Cisco Webex Meetings Server 2.5 Mr5 Patch 1 All All All

Application Cisco Webex Meetings Server 2.5 Mr5 Patch 1 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 1 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 2 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 3 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 4 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 1 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 2 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 3 All All All

Application Cisco Webex Meetings Server 2.5 Mr6 Patch 4 All All All

Application Cisco Webex Meetings Server 2.6 mr1 All All All

Application Cisco Webex Meetings Server 2.6 mr2 All All All
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Application Cisco Webex Meetings Server 2.6 mr2 All All All

Application Cisco Webex Meetings Server 2.6 mr3 All All All

Application Cisco Webex Meetings Server 2.6 mr1 All All All

Application Cisco Webex Meetings Server 2.6 mr2 All All All

Application Cisco Webex Meetings Server 2.6 mr3 All All All

Application Cisco Webex Meetings Server 2.6 Mr1 Patch 1 All All All

Application Cisco Webex Meetings Server 2.6 Mr1 Patch 1 All All All

Application Cisco Webex Meetings Server 2.6 Mr2 Patch 1 All All All

Application Cisco Webex Meetings Server 2.6 Mr2 Patch 1 All All All

Application Cisco Webex Meetings Server 2.6 Mr3 Patch 1 All All All

Application Cisco Webex Meetings Server 2.6 Mr3 Patch 2 All All All

Application Cisco Webex Meetings Server 2.6 Mr3 Patch 1 All All All

Application Cisco Webex Meetings Server 2.6 Mr3 Patch 2 All All All

Application Cisco Webex Meetings Server 2.7 mr1 All All All

Application Cisco Webex Meetings Server 2.7 mr2 All All All

Application Cisco Webex Meetings Server 2.7 mr1 All All All

Application Cisco Webex Meetings Server 2.7 mr2 All All All

Application Cisco Webex Meetings Server 2.7 Mr1 Patch 1 All All All

Application Cisco Webex Meetings Server 2.7 Mr1 Patch 1 All All All

Application Cisco Webex Meetings Server 2.7 Mr2 Patch 1 All All All

Application Cisco Webex Meetings Server 2.7 Mr2 Patch 1 All All All

Application Cisco Webex Meeting Center t30_base All All All

Application Cisco Webex Meeting Center t31_base All All All

Application Cisco Webex Meeting Center t32_base All All All

Application Cisco Webex Meeting Center t30_base All All All

Application Cisco Webex Meeting Center t31_base All All All

Application Cisco Webex Meeting Center t32_base All All All

Application Cisco Webex Support Center t30_base All All All

Application Cisco Webex Support Center t31_base All All All

Application Cisco Webex Support Center t32_base All All All

Application Cisco Webex Support Center t30_base All All All

Application Cisco Webex Support Center t31_base All All All

Application Cisco Webex Support Center t32_base All All All

Application Cisco Webex Training Center t30_base All All All

Application Cisco Webex Training Center t31_base All All All

Application Cisco Webex Training Center t32_base All All All
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Application Cisco Webex Training Center t30_base All All All

Application Cisco Webex Training Center t31_base All All All

Application Cisco Webex Training Center t32_base All All All

References

Reference

Cisco WebEx Browser Extension CVE-2017-6753 Remote Code Execution Vulnerability

Cisco WebEx Meetings Server Input Validation Flaws in Chrome/Firefox Browser Extensions Lets Remote Users Execute Arbitrary Code - SecurityTracker

Cisco WebEx Browser Extension Remote Code Execution Vulnerability

Cisco WebEx Event Center Input Validation Flaws in Chrome/Firefox Browser Extensions Lets Remote Users Execute Arbitrary Code - SecurityTracker

Cisco WebEx Meeting Center Input Validation Flaws in Chrome/Firefox Browser Extensions Lets Remote Users Execute Arbitrary Code - SecurityTracker

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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