
CVE-2017-6794
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2017-6794

State PUBLIC

Assigner psirt@cisco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2017-09-07 21:29:00 UTC

Updated 2019-10-09 23:29:00 UTC

Description A vulnerability in the CLI command-parsing code of Cisco Meeting Server could allow an authenticated, local attacker to perform command injection and escalate their privileges to root. The attacker must first authenticate to the application with valid administrator credentials. The vulnerability is due to insufficient validation of user-supplied input at the CLI for certain commands. An attacker could exploit this vulnerability by authenticating to the affected application and submitting a crafted CLI command for execution at the Cisco Meeting Server CLI. An exploit could allow the attacker to perform command injection and escalate their privilege level to root. Vulnerable Products: This vulnerability exists in Cisco Meeting Server software versions prior to and including 2.0, 2.1, and 2.2. Cisco Bug IDs: CSCvf53830.

Risk And Classification

Problem Types: CWE-20 | CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Meeting Server 2.0.0 All All All

Application Cisco Meeting Server 2.0.1 All All All

Application Cisco Meeting Server 2.0.10 All All All

Application Cisco Meeting Server 2.0.11 All All All

Application Cisco Meeting Server 2.0.12 All All All

Application Cisco Meeting Server 2.0.13 All All All

Application Cisco Meeting Server 2.0.14 All All All

Application Cisco Meeting Server 2.0.15 All All All

Application Cisco Meeting Server 2.0.16 All All All

Application Cisco Meeting Server 2.0.2 All All All

Application Cisco Meeting Server 2.0.3 All All All

Application Cisco Meeting Server 2.0.4 All All All

Application Cisco Meeting Server 2.0.5 All All All

Application Cisco Meeting Server 2.0.6 All All All

Application Cisco Meeting Server 2.0.7 All All All

Application Cisco Meeting Server 2.0.8 All All All

Application Cisco Meeting Server 2.0.9 All All All
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Application Cisco Meeting Server 2.0.9 All All All

Application Cisco Meeting Server 2.1.0 All All All

Application Cisco Meeting Server 2.1.1 All All All

Application Cisco Meeting Server 2.1.10 All All All

Application Cisco Meeting Server 2.1.11 All All All

Application Cisco Meeting Server 2.1.2 All All All

Application Cisco Meeting Server 2.1.3 All All All

Application Cisco Meeting Server 2.1.4 All All All

Application Cisco Meeting Server 2.1.5 All All All

Application Cisco Meeting Server 2.1.6 All All All

Application Cisco Meeting Server 2.1.7 All All All

Application Cisco Meeting Server 2.1.8 All All All

Application Cisco Meeting Server 2.1.9 All All All

Application Cisco Meeting Server 2.2.0 All All All

Application Cisco Meeting Server 2.0.0 All All All

Application Cisco Meeting Server 2.0.1 All All All

Application Cisco Meeting Server 2.0.10 All All All

Application Cisco Meeting Server 2.0.11 All All All

Application Cisco Meeting Server 2.0.12 All All All

Application Cisco Meeting Server 2.0.13 All All All

Application Cisco Meeting Server 2.0.14 All All All

Application Cisco Meeting Server 2.0.15 All All All

Application Cisco Meeting Server 2.0.16 All All All

Application Cisco Meeting Server 2.0.2 All All All

Application Cisco Meeting Server 2.0.3 All All All

Application Cisco Meeting Server 2.0.4 All All All

Application Cisco Meeting Server 2.0.5 All All All

Application Cisco Meeting Server 2.0.6 All All All

Application Cisco Meeting Server 2.0.7 All All All

Application Cisco Meeting Server 2.0.8 All All All

Application Cisco Meeting Server 2.0.9 All All All

Application Cisco Meeting Server 2.1.0 All All All

Application Cisco Meeting Server 2.1.1 All All All

Application Cisco Meeting Server 2.1.10 All All All

Application Cisco Meeting Server 2.1.11 All All All

Application Cisco Meeting Server 2.1.2 All All All
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Application Cisco Meeting Server 2.1.3 All All All

Application Cisco Meeting Server 2.1.4 All All All

Application Cisco Meeting Server 2.1.5 All All All

Application Cisco Meeting Server 2.1.6 All All All

Application Cisco Meeting Server 2.1.7 All All All

Application Cisco Meeting Server 2.1.8 All All All

Application Cisco Meeting Server 2.1.9 All All All

Application Cisco Meeting Server 2.2.0 All All All

References

Reference Source Link

Cisco Meeting Server Command Injection and Privilege Escalation Vulnerability CONFIRM tools.cisco.com

Cisco Meeting Server CLI Input Validation Flaw Lets Local Users Obtain Root Privileges - SecurityTracker SECTRACK www.securitytracker.com

Cisco Meeting Server CVE-2017-6794 Local Command Injection and Privilege Escalation Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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