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A vulnerability in the USB-modem code of Cisco I0S XE Software running on Cisco ASR 920 Series Aggregation Services
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco Asr-920-10sz-pd - All All All
Cisco Asr-920-10sz-pd - All All All
Cisco Asr-920-12cz-a - All All All
Cisco Asr-920-12cz-a - All All All
Cisco Asr-920-12sz-im - All All All
Cisco Asr-920-12sz-im - All All All
Cisco Asr-920-24sz-im - All All All
Cisco Asr-920-24sz-im - All All All
Cisco Asr-920-24sz-m - All All All
Cisco Asr-920-24sz-m - All All All
Cisco Asr-920-24tz-m - All All All
Cisco Asr-920-24tz-m - All All All
Cisco Asr-920-4sz-d - All All All
Cisco Asr-920-4sz-d - All All All
Cisco Asr 920-12cz-d - All All All
Cisco Asr 920-12cz-d - All All All
Cisco Asr 920-4sz-a - All All All
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Hardware Cisco Asr 920-4sz-a - All All All

Operating System Cisco los Xe - All All All
Operating System Cisco los Xe - All All All
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Cisco I0S XE on ASR 920 Series Router Input Validation Flaw in USB Modem Command Lets Local Users Overwrite Files on the Target Sysi
Cisco I0S XE Software for Cisco ASR 920 Series Routers Arbitrary File Overwrite Vulnerability

Cisco ASR 920 Series Routers CVE-2017-6795 Local Arbitrary File Overwrite Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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